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THANH PHO HO CHI MINH

CHUONG TRINH PAO TAO
(Ban hanh theo Quyét dinh so: /OD-LTT-BT, ngay  thang  nam 2019

ciia Hiéu trudomg Truong Cao dang Ly Tw Trong Thanh phé Ho Chi Minh)

Tén nganh, nghé: Quan tri mang may tinh
Ma nganh, nghé: 6480209

Trinh d dao tao: Cao dang (Lién thdng)
Hinh thirc dao tao: Chinh quy (Tin chi)

Poi twong tuyén sinh: Tt nghiép Trung cip
Thaoi gian dao tao: 1,5 nam

1. Muc tiéu dao tao

1.1. Muc tiéu chung:

Sinh vién t(‘)tﬁ nghiép chuong trinh Cao dang lién thénrg chuyén ngémh Quan tri mang
mély til:lh c6 pham chat chinh tri,’dao duc va suc khoe tot; c6 du kién '[‘hl'l’C, nang lyc dé
thiét ké, van hanh, quan tri hé thong mang LAN, WAN; dap tng nhu cau nhan luc cong
nghé thong tin trong cac linh vuc chuyén moén khac nhau.

1.2. Muc tiéu cu thé:

1.2.1. Kién thuec:

+ Poc hiéu cac tai liéu chuyén mon can thiét bang tiéng Anh;

+ MO ta duoc ha tr:ing hé théng mang cua mot s6 loai hinh doanh nghiép;

+ Danh gia dugc wu nhuoc diém vé thuc trang hé théng mang cua mot s6 loai hinh
doanh nghiép;

+ P& xuat dugc nhitng giai phap cu thé vé hé thong mang dem lai hiéu qua cao trong
hoat dong doanh nghiép;

+ Trinh bay duoc viéc hoach dinh, 14p ké hoach va trién khai hé théng mang may tinh
cho doanh nghiép;

1.2.2. Ky nang:

+ Tham gia thiét ké, quan tri va bao tri dugc hé théng mang cho cac co quan, truong
hoc, doanh nghiép.

+ Tham gia phat trién dugc cac du 4n mang pléy tinh tai cac cong ty hoat dong trong
linh vuc cong nghé thong tin hoac ¢6 lién quan dén tmg dung cong nghé thong tin.

+ Ap dung duoc cac quy trinh trién khai hé thong mang chuyén nghiép theo dic thu cua
doanh nghiép.



+ Xay dung, diéu hanh, phét trién dugc hé thdng cua cac hing chuyén nghiép nhu

Microsoft, Cisco, VMware...
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+ Str dung thanh thao mdt s6 cong cu thiét yéu trong quan tri hé thng mang may tinh.
+ Panh gia dugc hiéu sut hé théng mang, dé xuit dugc cac giai phap mang may tinh.
3. Vi tri viéc 1am sau khi tbt nghiép:

Sau khi t6t nghi¢p sinh vién s€ lam viéc trong cic co quan, doanh nghi¢p c6 nhu cau

thiét ké, thiét 1ap va quan tri hé thdng mang trong cc hoat déng dich vy, kinh doanh, san
xuét Cu thé:

+ Chuyén vién tu van va thiét ké hé thong mang may tinh;

+ Chuyén vién trién khai va gidm sat hé thong mang may tinh;

+ Chuyén vién quan trj hé thong mang may tinh va co so dir liéu;
+ Chuyén vién bao tri hé théng mang may tinh;

+ Chuyén vién quan tri hosting, domain, website;

Sinh vién ciing 1am viéc dugc trong cac don vi hoat dong trong linh virc phan cing va

bao mat nhu: lp rap va cai dat may tinh, quan tri hé thong tudng lira, quan tri hé thong o

hé
2.

oa.

Khéi lwong kién thirc va thoi gian khéa hoc:

- S6 luong mén hoc: 20

- Khéi lugng kién thirc, k¥ ning toan khoa hoc: 45 tin chi

- Khéi lwong cac mon hoc chung/ dai cuong: 180 gid

- Khéi luong cac mon hoc chuyén mén: 795 gio

- Khéi luong 1y thuyét: 373 gio; Thuc hanh, thuc tap, thi nghiém: 602 gio
- Thoi gian khoa hoc: 1,5 nam

3. Noi dung chwong trinh:
Thoi gian hoc tap (gio)
] Trong do
M?l:;on Tén moén hoc S(c)]gn Téng Thuwe hanh/ .
: 6 Ly | thuc tdp/thi | Kiém
thuyét | nghiém/ bai tra
tap/ thao luan
| Cac mon hec chung/ o | 190 | 65 115 10
dai cwong
CTC208 | Gido duc Chinh tri 2(2,0,4) 45 26 16 3
CTC207 | Phap luat 1(1,0,2) 15 9 5 1
CBC241 | Gido duc thé chat (*) 1(0,1,1) | 30 1 27 2
CBC246 | Giao dyc quéc phong - | 1(0,1,1) 30 15 14 1




Thaoi gian hoc tap (gio)

) Trong do
Migon Tén mén hoc S(c)]gn Téng Thuc hanh/ .
: sé Ly | thwe tap/thi | Kiém
thuyét | nghiém/ bai tra
tap/ thao luan
An ninh (*)
TTC270 | Tin hoc 1(0,1,1) 30 29 1
CBC245 | Tiéng Anh 3(1,2,3) | 40 14 24 2
| Cacmonhecchuyen | 55 | 795 | o7g 495 22
mon nganh, nghé
1.1 Mon hoc co so 5 120 26 90 4
TTC206 |Phantichvathietkene | 5 13y | 45 | 13 30 2
thong
TTCes | Kythudttruyenthong | 5 55 | 75 | 13 60 2
va so liéu
2 | Monhoechuyenmon | og | gen | 904 345 16
nganh
TTC2112 | Cau hinh mang 43,1,7) | 75 43 30 2
TTC2113 | Mang nang cao 2(1,1,3) 45 13 30 2
TTC2115 | Cdng nghé 4o hda 3(2,1,5) | 60 28 30 2
Quan tri mang nang cao
TTC2118 | o inux (=) 43,1,7) | 75 43 30 2
TTC2126 | Quan tri he thong mail | oy g oy | 45 | 43 30 2
server (**)
TTC220 | Thiét ké Web (**) 4(2,25) | 90 28 60 2
TTC2119 | Lap trinh mang (**) 4B317) | 75 43 30 2
TTC2132 | K§ thuat hack 3(1,2,3) | 75 13 60 2
TTC2133 | DOanquantimang | 441 q) | 45 45
trén Linux
Mon hoc tw chon (SV
1.3 chon 1 tromg 2 mén) 4 90 28 60 2




Thaoi gian hoc tap (gio)
) Trong do
M(;luzzon Tén mon hoc S(c)]gn Téng Thuc hanh/ .
: sé Ly | thwe tap/thi | Kiém
thuyét | nghiém/ bai tra
tap/ thao luan
**)
TTC2003 E’*hgt tricning dung 10T | 4o 95y | 90 | 28 60 2
TTC2121 | Quan tri Data Center 4(2,2,5) 90 28 60 2
Tong cong 45 975 341 602 32

Cac modn hoc duoc gén dau (*), Gido duc thé chat, Gido duc quéc phong — An ninh

va Ky nang mém khong tinh vao diém trung binh chung hoc tap nhung la mon hoc dié,u
kién dé xét hoan thanh khoi luong hoc tap, xét diéu kién du thi tot nghiép, cong nhan tot
nghiép. Cac mon hoc dugc gan dau (**) la cac mén hoc duoc hoc tap tai Doanh nghiép.

4. Ké hoach giang day

M& mon A sétin | Mamon hoc: -
TT hoc Té&n mon hoc chi Hoc tl‘l‘l’é’C (@ | Ghicha
: Song hanh (b)
Hoc ky 1 18
M6n hoc bat bugc 18
1 | CBC241 | Gido duc thé chat (*) 1(0,1,1)
2 | CTC208 | Giao duc Chinh tri 2(2,0,4)
3 | TTC270 | Tin hoc 1(0,1,1)
4 | TTC206 | Phan tich va thiét ké hé thong 2(1,1,3)
5 | TTC2113 | Mang nang cao 2(1,1,3)
6 | TTC2112 | Cu hinh mang 4(3,1,7) | TTC2113 (b)
7 | TTC283 | Ky thuat truyén théng va sé lieu | 3(1,2,3)
8 | TTC2132 | K§ thuat hack 3(1,2,3) | TTC2113 (b)
Mon hoc tu chon 0
Hoc ky 2 14
M6n hoc bdt bugc 14




M& mon hoc:

Tr | Mamon Tén mon hec Sgrfl'” Hoe trwsc () | Ghichu
: Song hanh (b)
9 | cBC246 g;éo duc quéc phong - An ninh 1(0,1,1)
10 | CTC207 | Phép luat 1(1,0,2)
11 | CBC245 | Tiéng Anh 3(1,2,3)
12 | TTC2126 g‘i’;‘” tri h¢ thong mail server | 51 1 3y | 112113 (a)
13 | TTC2118 Si%étjr;(t(riglang nang cao trén 43.1,7) | TTC2113 (a)
14 | TTC2115 | Cong nghé ao hoa 3(2,1,5) | TTC2113 (a)
Mon hoc tw chon 0
Hoc ky 3 13
Mén hoc bat bugc 9
15 | TTC220 | Thiét ké Web (**) 4(2,2,5) | TTC206 (a)
16 | TTC2119 | Lap trinh mang (**) 4(3,1,7)
17 | TTC2133 | Po 4n quan tri mang trén Linux | 1(0,1,0) | TTC2118 (a)
Mon hoc tw chon (SV chon 1 trong 3 mon hoc) 4
18 | TTC2120 | Xay dung ha ting mang (**) 4(2,2,5) | TTC2126 (a)
19 | TTC2003 | Phat trién ang dung loT (**) 4(2,2,5) | TTC2119 (b)
20 | TTC2121 | Quan trj Data Center 4(2,2,5) | TTC2118 (a)
Téng cong 45

5. Hwéng dan sir dung chwong trinh:

5.1. Hudng dan xdc dinh néi dung va thoi gian cho cdac hoat déng ngoai khda:

tham quan mét sd co s& san xuét, kinh doanh pht hop véi nghé dao tao;

vao thoi diém phu hop.

5.2. Hudng dan kiém tra hét mén hoc:

- Pé sinh vién c6 nhan thirc day da vé nghé nghiép dang theo hoc, nha truong bo tri

- Thoi gian cho hoat dong ngoai khoa dugc bd tri ngoai thoi gian dao tao chinh khoa




Thuc hi¢n theo Quy dinh td chirc thuc hién chuong trinh dao tao trinh dg trung cép,
cao dang theo phuong thirc tich lily tin chi; quy ché kiém tra, thi, xét cong nhan tt nghiép
tai truong Cao dang K¥ thuat Ly Ty Trong Thanh phé HO6 Chi Minh ban hanh kém theo
Quyét dinh s6 713/QD-LTT-DT ngay 19 thang 7 ndm 2017 cta Hiéu trudong Truong Cao
dang K§ thuat Ly Ty Trong TP. HCM.

5.3. Hudng dan xét cong nhdn tot nghiép:

Xét cong nhan tot nghi¢p thuc hién theo Quyet dinh s 696/Qb-LTT-DT ngay 26
thang 6 nam 2019 vé stra doi, bd sung mot sé diéu cua Quyet dinh s6 713/Qb-LTT-BT
ngay 19 thang 7 nam 2017 cia Hiéu truéng Truong Cao dang Ky thuat Ly Ty Trong
Thanh phé HO Chi Minh vé ban hanh Quy dinh t6 chirc thuc hién chuwong trinh dao tao
trinh d6 trung cip, cao ding theo phuong thirc tich liy tin chi; quy ché kiém tra, thi, xét
cong nhan tot nghiép tai trudng Cao diang K§ thuat Ly Tu Trong Thanh phd HO Chi Minh.

Céan cu dé nghi cua Hoi dong xet t6t nghiép, Hiéu truong ky quyét dinh cong nhan t6t
nghi¢p va cap bang tot nghiép cao dang Ky su thyc hanh cho nhiing sinh vién du dicu kién
tot nghiép.

5.4. C4c ch y khac (néu cd)
Thanh phé H6 Chi Minh, ngay — thing — nam 2019
HIEU TRUONG

Pham Hiru Loc



SO PO MOI LIEN HE VA TIEN TRINH PAO TAO CAC MON HQC
TRONG CHUONG TRINH PAO TAO

Tén nganh, nghé: Quén tri mang may tinh
M3 nganh, nghé: 6480209

[ HQC KY 1 ] [ HQC KY 2 ] [ HQC KY 3 ]

___________________________________________________________________________

server
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An ninh
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Co6ng nghé ao hda

___________________________________________________________________________



CHUONG TRINH MON HQC

Tén moén hec: PHAN TICH VA THIET KE HE THONG
Ma mén hec: TTC206
Thoi gian thwc hién mén hec: 45 gio; (Ly thuyét: 13 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)

. Vi tri, tinh chit ciia mén hoc:

— Vi tri: Hoc sau moén hoc Co sé dir liéu

_ — Tinh chat: La mét trong cac mon hoc co sé. Mon hoc nay yéu cau phai c¢6 kién thirc
vé co so dir liéu.
Il. Muc tiéu mon hoc:

— Kién thirc: Sau khi hoc xong sinh vién c6 céac kién thirc co ban vé tich va thiét ké he
thong thong tin:

+ Thuc hién dugc cac budc phan tich va thiét ké hé thé)ng thong tin.

+ Xay dung dugc moé hinh quan niém dir liéu, mo6 hinh quan niém xtr 1y, mé hinh to
chuc xu ly.

+ Thuyc hién dugc cac bude phan tich va thiét ké trén mot bai toan thuc té (d6 an mon
hoc) bang mot s6 cong cu ho trg.

— K¥ nang:

+Ap dung cac phuong phap Phén tich va Thiét ké vao viéc xdy dung tng dung thuc

te.
+ B4 tri 1am viéc khoa hoc dam bao an toan cho ngudi va phuong tién hoc tap.
— Nang lyc ty chu va trach nhiém:

o+ Ap dung cac phuong phap xac dinh yéu cau da hoc dé thu thap thong tin tir mot hé
thong thuec te.

+ C6 kha ning tir thu thip thong tin va thiét ké cho mot hé thng thong tin cu thé
ngoai thyuc té tir d6 xay dung mdt ing dung cong ngh¢ thong tin cho mét hé thong thong
tin cu thé ngoai thuc té.

I11. N¢i dung mon hoc:

1. Noi dung tong quat va phan bd thoi gian:

Thoi gian (gio)

50 | Ten cac bai trong moén hec Tong | Ly Thuc hanh/thue | kjgm
o £ thuvét tap/ thi nghiém/
30 Y& | bai tap/ thao lugn | tra




Thoi gian (gio)
'SI'?I' Tén cac bai trong mon hgc Tong | Ly Thuc hanh /thue | kijgm
. thuvét tap/ thi nghiém/
S0 YU | bai tap/ thao luan | tra
1 | Chwong 1: TONG QUAN VE 3 3
HE THONG THONG TIN
1_.1 Gidi thiéu vé hé thong thdng 3 3 0
tin
2 | Chwong 2: HOACH PINH VA 6 5 4
LUA CHON HE THONG
2.1. Qua trinh hoach dinh va lya
A ol & 6 2 4
chon hé thong
3 | Chwong 3: PHAN TiCH HE
THONG 29 6 22 1
3.1. Xay dung biéu d6 phan rad 4 1 3
chirc nang(BFD)
3.2. Md hinh thuc thé két hop . 1 6
(ERD)
3.3. Chuyen tir mo hinh thyc the . L 5
két hop sang mé hinh quan hé
3.4 M0 hinh dong dir liéu
(DFD) 8 2 0
On tap va kiém tra 3 1 1 1
4 | Chwong 4: THIET KE HE 3 L 5
THONG
4.} Thiét ke giao di¢n nguoi - 3 1 9
may
4 | On tap cudi ky 4 1 2 1
Téng cong 45 13 30 2

2. Noi dung chi tiét:
Chuong 1 : TONG QUAN VE HE THONG THONG TIN Thoi gian: 3 gio
1. Muc tiéu: Sinh vién can nim:

~ Sau khi hoc xong sinh vién biét cac khai niém co ban vé HTTT, cac budc phén tich
thiet ke mot HTTT.

2. NOi dung chwong:
2.1 GIOI THIEU VE HE THONG THONG TIN (HTTT)
2.1.1 Hé thdng va hé thdng thdng tin
2.1.1.1. Hé thng




a. Khai niém
b. Phan loai
c. C4c thanh phan
d. Ciu tao
2.1.1.2. Thong tin
a. Khai niém
b. Tinh chat
2.1.1.3. Hé thbng thong tin
a. Khai niém
b. Vai tro
2.1.2. Cac phuong tién dé phan tich thiét ké hé thng thong tin
2.1.2.1. M6 hinh
2.1.2.2. Phuong phéap
2.1.2.3. Cong cu
2.1.3. Quy trinh phan tich va thiét ké hé thdng théng tin
Chuong 2: HOACH PINH VA LUA CHON HE THONG
1. Muc tiéu: Sinh vién can nim:

Thoi gian: 6 gio

— Sau khi hoc xong sinh vién hiéu cac budc trong qua trinh hoach dinh va lgya chon h¢
théng.

— Sau khi hoc xong sinh vién biét cach khao sat hién trang va xac dinh yéu cau cua
mot HTTT

— M6 ta duoc hé théng thuc té
2. No¢i dung chuong:
2.1 : QUA TRINH HOACH PINH VA LUA CHON HE THONG
2.1.1. Nhan dién hé théng
2.1.2. Lwa chon hé thong
2.1.3 Lap ké hoach
2.1.4 Xac dinh yéu cau caa hé théng
2.1.4.1. Qué trinh thu thap thdng tin
2.1.4.2. Céc phuong phap thu thap thong tin
2.1.4.3. Ban mo ta hién trang
Chuong 3: PHAN TiCH HE THONG Thoi gian: 29 gio
1. Muc tiéu: Sinh vién cin nim:
— Xay dung duoc so d6 phan rd chic ning BFD
— Xay dung dugc mo6 hinh ERD
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— Xay dung dugc mo6 hinh DFD
2. NOi dung chwong:
2.1: XAY DUNG BIEU PO PHAN RA CHUC NANG
2.1.1. Khai niém so do phan ré chirc ning
2.1.2. Ky phap trong so d6 BFD
2.1.3. Céc phuong phap xay dung BFD
2.2. MO HINH THUC THE KET HGP
2.2.1. C4c thanh phan caa md hinh thuc thé két hop
2.2.1.1. Thyc thé
2.2.1.2. Méi két hop
2.2.1.3. Thuoc tinh
2.2.2. M6 hinh thyc thé két hop mé rong
2.2.2.1. Méi két hop dé quy
2.2.2.2. Mbi két hop dinh nghia trén mot méi két hop khac
2.2.2.3. Nhiéu mdi két hop khac nhau dinh nghia trén cung mot cip thuc thé
2.2.2.4. Ban s6 caa mot méi két hop
2.2.2.5. Khéai niém Chuyén biét h6a/Téng quét qué
2.2.3. Mot s6 cha y khi thiét ké md hinh thuc thé két hop
2.2.3.1. Thuc thé hay khong Ia thuc thé
2.2.3.2. Thyc thé hay thudc tinh
2.2.3.3. Méi két hop hay thuc thé
2.2.3.4. Téng quét hoa hay 1 thudc tinh
2.2.3.5. Thudc tinh két hop hay tap thudc tinh don
2.2.3.6. Phan rd méi két hop 16n hon 2 ngdi
2.2.4. Céc quy tac kiém tra md hinh thuc thé két hop
2.2.5. Panh gia mé hinh thyc thé két hop
2.2.6. Suu liéu cho md hinh thuc thé két hop
2.3. CHUYEN TU MO HINH THUC THE KET HOP SANG MO HINH QUAN HE
2.3.1 Chuyén d6i thuc thé
2.3.2. Chuyén d6i mdi két hop
2.3.2.1. Chuyén d6i méi két hgp mot - mot
2.3.2.2. Chuyén d6i mdi két hop mot - nhiéu
2.3.2.3. Chuyén d6i méi két hop nhiéu — nhiéu
2.3.2.4. Chuyén d6i mdi két hop phan than
2.4. MO HINH DONG DU LIEU
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2.4.1. Cac thanh phan cua mé hinh dong dir liéu
2.4.1.1. Xu ly
2.4.1.2. Dong dix liéu
2.4.1.3. Kho dir li¢u
2.4.1.4. Dau cubi
2.4.2. Xay dung so dd ngir canh
2.4.3. Phan ra so do chiic ning
2.4.4. Mot s6 cha y khi thiét ké md hinh dong dit liéu
2.4.5. Suu liéu cho m6 hinh dong dir liéu
Chuong 4: THIET KE HE THONG Thoi gian: 3 gio
1. Muc tiéu: Sinh vién can nim:

~ Sau khi hoc xong sinh vién biét mot s6 quy tic co ban va img dung dwoc khi thiét
ké giao dién nguoi - may.

2. NOi dung chuong:
2.1. THIET KE GIAO DIEN NGUOI - MAY
2.1.1. Thiét ké dau vao
2.1.1.1. Muyc tiéu
2.1.1.2. Noi dung thiét ké
2.1.1.3. Céch trinh bay
2.1.1.4. Kiém tra rang bugc toan ven va phét hién sai sot
2.1.1.5. Cac phuong tién nhap
2.1.1.6. Pbi thoai huéng din nguoi st dung nhap liéu
2.1.2. Thiét ké két xuat
2.1.2.1. Noi dung cac két xuat
2.1.2.2. Man hinh trinh bay céac két xuat
IV. Piéu kién thuc hién mon hec:
1. Phong hoc chuyén mon hoa/nha xudng: Phong 1y thuyét.
2. Trang thiét bi may mdc:may tinh va may chiéu.
3. Hoc liéu, dung cu, nguyén vat liéu: Bang, viét 16ng, USB
4. Céc diéu kién khac: Micro, loa, may lanh, quat.
V. N§i dung va phwong phap danh gia:
1. N6i dung:

- Kién thirc: Pugc danh gia qua bai kiém tra viét, trac nghiém va bai tap lon cubi mon
dat duoc cac yéu cau sau:

+ Hiéu duoc cac khai niém vé hé théng thong tin.
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+ Hiéu va st dung duoc phuong phap Phan tich hé théng thong tin (Phén tich dugc
hién trang; Phan tich dugc chirc nang hé thong; Phan tich dugc dit li€u cua h¢ thong )

+ Hiéu va st dung duoc phuong phap xay dung cac mo hinh hé théng: M6 hinh chirc
nang (BFD), M6 hinh thyuc thé quan h¢ (ERD), M6 hinh dong dit 1i¢u (DFD); Mo hinh dit
ligu logic.

+ Ap dung dugc cac phuong phap Phan tich va Thiét ké vao viéc xay dung mot tng
dung thyec té.

— Ky nang:
+ Khao sat, phan tich hién trang hé théng;
+ Phan tich chirc ning hé thdng, phan tich dit liéu ctia hé thdng, Lap dugc mé hinh
dong dir liéu.
T Thiét ké dugc chuong trinh (don gian) theo yéu ciu ctia quy trinh: phan tich, thiét
ké, xay dung, ki€m thur hé thong
— Nang lyc ty chu va trach nhi¢m:
+ C6 kha nang tu duy doc lap.
+ C6 kha nang ty tim toi1, hoc hoi, tich Iy kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng déan thuc hién mon hec:
1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 lién thdng cao dang
2. Hwéng din vé phwong phap giang day, hoc tip mén hec:
— Déi véi gido vién, giang vién:
+ Str dung cac cong cu md phong dé md phong cho cac ndi dung trong chwong trinh.

+ Nén cho vi du hodc mo phong céac thuit toan dé dan dit ngudi hoc phat biéu y
tudng cua cac ndi dung.

— Déi v6i ngudi hoc:
+ Cén cha y rén luyén cach phat biéu ¥ tudng trén cac ndi dung trudce khi bit tay vao
cai dat.
3. Nhiing trong tim cén chu y:
— Xac dinh yéu cau va mé ta hé thong
— Xay dung so d6 phén ra chirc ning BFD
— Xay dyng md hinh thuc thé két hop ERD
— Xay dyng so d6 phan ri chirc ning DFD
4. Tai ligu tham khao:
Sach, giao trinh chinh:

[1]. Nguyén Van Vy, Gido trinh Phan tich thiét ké cic hé thong théng tin, NXB
Giao duc

Tai liéu tham khao:
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[2]. Céc gio trinh Phan tich va thiét ké HTTT (Pai hoc, Cao dang)

[3]. Ban diéu hanh d& &n 112, Gido trinh Phan tich, thiét ké, xay dung, qudn ly cac
HTTT, Vién Cong ngh¢ thong tin

[4]. Thac Binh Cudng, Giéo trinh Phan tich, thiét ké hé thong théng tin, NXB Gio
duc

5. Ghi chu va giai thich (néu co):
Thanh phé Hé Chi Minh, ngay — thing  nam 2019
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén mdn hoc: KY THUAT TRUYEN THONG VA SO LIEU
Ma& mon hoc: TTC283
Thoi gian thuc hién mén hec: 75 gio; (Ly thuyét: 13 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 60 gio; Kiém tra: 2 gio)
I. Vi tri, tinh chat ciaa mdn hoc:
— Vi tri: Hoc sau mon hoc Mang may tinh va quan tri mang.

— Tinh chat: La mon hoc ty chon ndm trong cdc mdén hoc chuyén moén nganh. Mon
hoc nay yéu cau phai co6 kién thirc co ban vé mang may tinh.

Il. Muc tiéu mén hoc:
— Kién thirc:
+ Trinh bay duogc cac loai k¥ thuat truyén sb lidu
+ Trinh bay dugc méi trudng truyén dan

+ Trinh bay dugc céc cong nghé truyén s6 liéu hién dai: ATM, Frame Relay,
ADSL...

+ Trinh bay dugc Ma hoa va giai mi s6 liéu truyén-nén sd liéu
— Ky nang:
+ Giai duoc cac bai toan vé ma hoa va giai ma céc tin hiéu truyén.
+ Thye hién duoc viéc lua chon va két ndi hoan chinh mot téng dai theo yéu cau.
+ Cai dat va cdu hinh duoc mot s6 tong dai thong dung trén thi truong.

+ Chan doan, khic phuc va giai quyét duoc mot sd su cd thuc té thuong gap trong
lap rap, két noi va cai dat cau hinh mang tong dai ni bo.

— Nang lyc ty chu va trach nhi¢m:
+ Co y thirc tuan thi quy trinh va quy chuan va an toan hé thong
+ Co6 kha nang tu tim toi, hoc héi, tich Ity kinh nghi¢m.
I11. N§i dung mon hoc:

1. Noi dung tong quat va phan bo thoi gian:

Thoi gian (gio)
_IS_’_(I)_ Tén cac baitrongmonhec | Téng | |y Thuc hanh /thuc | iém
< thuvét tap/ thi nghiem/
S0 YU baitap/ thao luan | tra
1 | Chwong 1: Mang truyén sé liéu 6 4 2
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Thoi gian (gio)

'IS"(I)' Tén cac bai trongmon hec | Téng | Ly Tt“."c hanh /_Eh‘-fc Kiém
. thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | tra
Chuong 2: Giao t‘iép két ndi va
2 | X ly so liéu truyen 36 4 31 1
Kiém tra 45 phat
Chuwong 3: Ky thuat truyén sé
liéu trong mang may tinh cuc
3 | pa 25 | 3 21 1
Kiém tra 45 pht
Chuwong 4: Tong quan vé cong
4 nghé DSL 8 2 6
Toéng cong 75 13 60 2

2. Noi dung chi tiét:

Chuwong 1: MANG TRUYEN SO LIEU

1. Muc tiéu:
- Trinh bay duoc céc khéi niém vé pham vi mang truyén sé liéu trong maéi truong
mang cling nhu cac méi treong giao tiep vat ly va nhitng anh huong 1én tin hiéu truyén
trong mang truyén so liéu.

Thoi gian: 6 gio (LT: 4 gio, TH: 2 gi0)

- C6 y thic ty gic, tinh Ky luat va trach nhiém cao d6i vai cong viéc.

2. Noi dung chuong:

2.1. Khai quat mang truyén sé liéu

2.2. Giao tiép vat ly

2.2.1 Mbi truong truyén

2.2.2 Suy giam va bién dang tin hiéu

2.2.3 Cac loai tin hiéu

2.2.4Tré

2.2.5 Mach tai cong cong

2.2.6 Mach thué bao k§ thuat s6

2.2.7 Cac chuan giao tiép vat ly
Chuwong 2: GIAO TIEP KET NOI VA XU LY SO LIEU TRUYEN
Thoi gian: 36 gio (LT: 4 gio; TH: 31 gio; KT: 1 gio)

1. Muc tiéu:

- Biét cac khai niém vé truyén sb liéu, cach phat hién va stra 11 tin hiéu truyeén.

- Thuc hién nén, giai nén va ma hoa dix liéu truyén.

- Biét thiét lap va cai dat dich vu tong dai noi bo
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2. No1 dung chuong:
2.1 Cac khai niém vé truyén sé liéu
2.2 Théng tin ndi tiép bat déng bod
2.3 Thong tin ndi tiép dong bod
2.4 Ma hoa muc vat ly
2.5 Phét hién va sira 15i
2.6 Nén sé lieu
2.7 Mé hoa s lieu
2.8 Tong dai ndi bd
2.9 Kiém tra 45 pht
Chwong 3: KY THUAT TRUYEN SO LIEU TRONG MANG MAY TiNH CUC BQ
Thoi gian: 25 gid (LT: 3 gid; TH: 21 gio; KT: 1 gio)
1. Muc tiéu:
- Biét céc k¥ thuat truyén s liéu trong mang may tinh cuc bo.
- Biét thiét lap va cai dat dich vu tong dai Void IP
2. Noi dung chuong:
2.1 Topo
2.2 Moi truong truyén dan
2.3 Ethernet & Fast Ethernet
2.4 Token ring & FDDI
2.5 Hé théng Token Bus
2.6 100 VG-Any LAN
2.7 ATM
2.8 Fibre
2.9 Tong dai Void IP
2.10 Kiém tra 45’
Chwong 4: TONG QUAN VE CONG NGHE DSL Thoi gian: 8 gid (LT: 2 gid, TH: 6 gio)
1. Muc tiéu:
- Biét cac cong nghé truyén sé liéu dac biét 1a cac cong nghé DSL.
- Phan tich dugc wu va nhuge diém giira cac cong nghé truyeén.

- Biét cac dac diém ky thuat lién quan t&i moi trudng truyén dan ciing nhu cach ma
hoa duong truyén.

2. Noi dung chuong:
2.1. Tong quan vé cong nghé DSL
2.2. Céc thanh phan cua hé théng DSL
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2.3. Ho HDSL

2.4. ADSL

2.4.1. Tong quan ADSL

2.4.2. Cau hinh hé théng va dic diém k¥ thuat

2.4.3. Cac loai ADSL

2.4.3.1. RADSL

2.4.3.2. ADSL Lite

2.4.3.3. ADSL2

2.4.4. Phuong phap truyén dan

2.4.4.1. Hoat dong cua CAP

2.4.4.2. Hoat dong caa DMT

2.4.4.3. So sanh CAP/QAM va DMT

2.4.5. Ung dung caa ADSL

2.4.6. Uu nhuoc diém cia ADSL

2.5. VDSL

2.5.1. Tong quan vé VDSL

2.5.2. Cac ciu hinh VDSL

2.5.3. Pic diém ky thuat

2.5.3.1. Moi trudng truyén dan

2.5.3.2. T4c dong cua nhiéu 1én duong day VDSL

2.5.4. Ma hoa duong truyén

2.5.5. Ung dung cua VDSL

2.5.6. Mot sé dich vu dua trén cong nghé DSL

2.5.6.1. Dich vu thoai (VoDSL)

2.5.6.2. Dich vu kénh truyén T1/F1

2.5.6.3. Dich vu Internet

2.5.6.4. Dich vu Frame Relay

2.5.6.5. Dich vu ATM

IV. Piéu kién thuc hién mon hec:
1. Phong hoc chuyén moén hoéa/nha xuong: Phong vi tinh.,
2. Trang thiét bi may mac: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo yéu cau giéo vién
4. Cac diéu kién khac: Theo yéu cau gido vién
V. Noi dung va phuong phap, danh gia:
1. N6i dung:



- Kién thtc: Puoc danh gia qua bai kiém tra viét, tric nghiém dat duoc cac yéu cau
sau:

+ Trinh bay dugc cac khai niém va nguyén tic hoat dong cua tong dai va Modem
ADSL.

+ Phan tich dugc cach thirc ma go6i tin di chuyén trong mang.

- K§¥ nang: Panh gia k§ nang thuc hanh cua sinh vién trong bai thuc hanh dat duoc
cac yéu cau sau:

+ Cai dit va cau hinh dugc mot s tong dai thong dung trén thi trudng.

+ Chan doan, khac phuc va giai quyét dugc mot sd sy ¢b thuc té thuong gap trong
két noi va cai dat cau hinh mang tong dai noi bo. Tong dai Void IP.

— Nang lyc ty chu va trach nhi¢m:
+ C6 kha nang tu duy doc lap.
+ C6 kha ndng tu tim to1, hoc hoi, tich lity kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng déan thuc hién mon hoc:
1. Pham vi 4p dung mon hoc: Ap dung cho trinh do lién théng cao dang
2. Hwéng din vé phwong phap giang day, hec tap mén hoc:
- Pdi voi gido vién, giang vién:
+ Giai thich cac khai niém lién quan dén cac ky thuat truyén sé liéu.
+ Trinh bay ddy du cac budc cai dit, thiét 1ap tong dai va Modem ADSL.
+ St dung phuong phap phat van.
+ Cho sinh vién thuc hién cai dit cAu hinh va dat cac cau hoi dé sinh vién tra loi.
+ Ph&n nhdm cho céc sinh vién thyuc hién cac bai thuc hanh trén may tinh.
- Bdi véi ngudi hoc:
+ Sinh vién trao doi véi nhau, thuc hién cac bai thuc hanh va trinh bay theo nhém.
+ Thuc hién céc bai tap thuc hanh dugc giao.

3. Nhirng trong tdm can chd y: Giao vién trude khi giang day can phai can cir vao noi
dung cua tirng bai hoc chuan bi day du cac dicu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai ligu tham khao:
[1] Nguyén Hong Son, Gido trinh K§ Thuat Truyén Sé Liéu, NXB Lao Dong X4 Hoi
Tai liéu tham khao:
[2] Nguyén Vian Thuong, Co so k§ thuat truyén so liéu, NXB Khoa hoc k¥ thuat
5. Ghi chu va giai thich (néu co):
Thanh pho H6 Chi Minh, ngay — thang ~ nam 2019
TRUONG KHOA
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CHUONG TRINH MON HQC

Tén mdn hec: CAU HINH MANG
Ma& mon hoc: TTC2112
Thoi gian thuc hién mén hec: 75 gio; (Ly thuyét: 43 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)
I. Vi tri, tinh chat ciaa mdn hoc:
— Vi tri: Hoc trudc mon mon hoc clirng may tinh.

— Tinh chat: La mon hoc bat budc nam trong cdc mon hoc chuyén mon nganh. Mon
hoc nay y€u cau phai c6 kién thirc co ban vé phan cirng may tinh.

Il. Muc tiéu mén hoc:
— Kién thirc:
+ Trinh bay duogc ciu tao, chirc ning hoat dong cua cac thanh phan trong router.

+ Trinh bay dugc nguyén ly hoat dong cua Spanning Tree va cac giao thic dinh
tuyén trong router Cisco

— K¥ nang:
+ Céu hinh dugc Spanning Tree cho router Cisco

+ Trién khai va cdu hinh dugc cac giao thirc dinh tuyén OSPF va EIRGB trén nén
Ipv4 va Ipvé.

— Nang luc tu chu va trach nhiém:
+ C6 ¥ thirc tuan thu quy trinh, quy chuan va an toan trong cau hinh hé thong mang
+ C6 khé nang tu tim to1, hoc hoi, tich iy kinh nghiém cAu hinh céc thiét bi mang
moi
I11. N§i dung mon hoc:

1. Noi dung tong quat va phan bo thoi gian:

Thoi gian (gio)

.IS_’.(I)_ Tén cac bai trongmonhec | Téng | |y | Thuchanh/thuc | igm
. thuvét tap/ thi nghiém/
S0 YEU| bai tap/ thao luan | tra
1 Chuong 1: Giao thic 10 6 4
Spanning Tree
1. Céu truc du phong 3 2 1
2. Giao thuac Spanning Tree 7 4 3

(Giao thuc phan nhanh cay)
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Thoi gian (gio)

'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh / thue | kigm
. thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | tra

2 Chl}’(mg 2: Giao thirc dinh 23 13 10

tuyen EIRGB

1. Tong quan vé cac giao thirc 5 1 1

dinh tuyén dong

2. Administrative distance 2 1 1

3. Nhiing tinh ning cua giao 2 1 1

thirc EIRGB

4. Chon duong di trong EIRGB 2 1 1

5. EIGRB Metric 2 1 1

6. Cau hinh giao thic EIRGB 4 2 2

7. Gi6i thidu téng quan IPv6 3 2 1

8. Trién khai TPv6 3 2 1

9. Trién khai giao thirc EIRGB 3 2 1

trén nén IPv6
3 | Chuong 3: Giao thirc dinh 23 14 8 1

tuyen OSPF

I. T’(;)ng quan giao thuc dinh 4 3 1

tuyén OSPF

2. Cau trac dir liéu vé giao thirc 4 3 1

dinh tuyén Link-State (OSPF)

3. OSPF Metric 3 ? 1

4. Co ché thiét 1ap OSPF 3 2 1

Neighbor Adjacencies

5.Xay dung co s dir lidu 4 2 2

6.Q§u truc vung (Area) theo co 4 ) )

ché OSPF

4. Kiém tra 45’ 1 1
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Thoi gian (gio)

'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh / thue | kigm
. thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | tra
4 Chuong 4: Giéi thi¢u nhirng
giai phap vé VPN 19 10 8 1
1. VPN va nhiing l¢1i ich 6 3 3
2. Nhitng giai phdp biao mat 7 4 3
VPN Cisco SSL
3. Gidi thidu IPSec cua Cisco 5 3 2
4. Kiém tra 45’ 1 1
Téng cong 75 43 30 2

2. Néi dung chi tiét:
Chwong 1: GIAO THUC SPANNING TREE Thoi gian: 10 gio (LT: 6 gio; TH: 4 gio)

1.

Muc tiéu:

- Mo ta dugc co ché hoat dong cua giao thirc Spanning tree

- Céu hinh duoc giao thirc Spanning tree trong router Cisco

2. No1 dung chuong:

2.1. CAu tric dy phong

2.2. Giao thuic Spanning Tree (Giao thic phan nhanh cay)
Chuong 2: GIAO THUC PINH TUYEN EIRGB
Thoi gian: 23 gio (LT: 13 gio; TH: 10 gio)

1. Muc tiéu:

- Giai thich dugc nhiing giao thirc dinh tuyén dong
- Cau hinh va trién khai dugc giao thire EIRGB

- M6 ta va trién khai duoc giao thirc EIRGB trén nén Ipv6

2. No1 dung chuong:

2.1. Tong quan vé céc giao thirc dinh tuyén dong:

2.2. Administrative distance

2.3. Nhiing tinh nang cua giao thirc EIRGB
2.4. Chon duong di trong EIRGB
2.5. EIGRB Metric

2.6. Cau hinh giao thic EIRGB
2.7. Gi6i thiéu tong quan IPv6

22




2.8. Trién khai IPv6
2.9. Trién khai giao thirc EIRGB trén nén IPv6
Chuwong 3: GIAO THUC PINH TUYEN OSPF
Thoi gian: 23 gio (LT: 14 gio; TH: 8 gio; KT: 1 gio)
1. Muc tiéu:
- M6 ta duoc nhitng thanh phan co ban va diéu kién can khi trién khai OSPF

- M6 ta dugc cach thie trién khai co ché ving(Area), da ving(MultiArea) d6i voi
OSPF

- Trién khai duoc giao thirc OSPF trén nén IPv6
2. Noi dung chuong:
2.1. Tong quan giao thirc dinh tuyén OSPF
2.2. Céu tric dit liéu vé giao thirc dinh tuyén Link-State (OSPF)
2.3. OSPF Metric
2.4. Co ché thiét 1ap OSPF Neighbor Adjacencies
2.5. Xay dung co s¢ dir ligu
2.6. Céu triic ving (Area) theo co ché OSPF
2.6.1. Co ché ving(Area)
2.6.2. . Co ché MultiArea(da ving)
2.7. Kiém tra 45
Chuong 4: GIOI THIEU NHUNG GIAI PHAP VE VPN
Thoi gian: 19 gio (LT: 10 gio; TH: 8 gio; KT: 1 gio)
1. Muc tiéu:
- M6 ta dugc muc dich va nhiing loi ich khi trién khai VPN
- Mo ta dugc vai tro cua Ipsec
- M6 ta duoc giai phai bao mat khi trién khai VPNs
2. Noi dung chuong:
2.1. VPN va nhiing lgi ich:
2.2. Nhirng giai phap bao mat VPN Cisco SSL
2.3. Gio1 thiéu IPSec cua Cisco
2.4. Kiém tra 45
IV. Piéu kién thuc hién mén hec:
1. Phong hoc chuyén mon hoa/nha xudng: Phong may tinh
2. Trang thiét bi may moc: May tinh, phan mém 4o héa do Cisco hd trg.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo yéu cau gido vién
4. Cac diéu kién khac: Theo yéu ciu gi4o vién
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V. Ngi dung va phwong phap, dianh gia:
1. N6i dung:
— Kién thuc:
+ Khai niém VLANs
+ Dinh tuyén dong EIRGB, OSPF trén nén IPv4 va Ipv6
+ VPNs (Virtual Private Network: mang riéng 40)
— Ky nang:
+ Trién khai dugc VLANSs
+ Trién khai dugc EIRGB, OSPF
+ Trién khai VPN
— Nang luc ty chu va trach nhiém:
+ Co6 kha nang ty duy doc lap.
+ Co6 kha nang ty tim to1, hoc hoi, tich 1y kinh nghi¢m.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng dian thuc hién mon hec:
1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 lién thong cao dang
2. Hwéng din vé phwong phap giang day, hoc tip mén hoc:

- Pbi voi gido vién, giang vién: Cung cap tai liéu va ngudn hoc tip khéc, thao tac
mau mot cach truc quan théng quan cac thiét bi nghe nhin hd trg nhu Net Suport va may
chiéu, c6 day du cac phan mém hd tro tir Cisco, Internet toc d6 cao dugc hd trg tir phia
nha truong.

- B6i v6i ngudi hoc: C6 tai liéu, quan sat gido vién hudng dan vao thao tac miu
3. Nhirng trong tam can chd y: Giao vién trude khi giang day can phai can ctr vao noi

dung cua ting bai hoc chuan bi day du cac diéu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai liéu tham khao:
[1] Interconnecting Cisco Networking Device, Part 2.
5. Ghi chu va giai thich (néu co):
Thanh ph6 Ho Chi Minh, ngay — thang ~ ndm 2019
TRUONG KHOA

Nguyén Khoa

24



CHUONG TRINH MON HQC

Tén mon hoc: MANG NANG CAO
Ma mén hec: TTC2113

Thoi gian thwc hién mén hec: 45 gio; (Ly thuyét: 13 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)

I. Vi tri, tinh chat ciaa mdn hoc:
— Vi tri: Hoc sau mon hoc Thiét Lap H¢ Théng Mang

— Tinh chat: La moén hoc bat budc ndm trong cdc mon hoc chuyén mon nganh. Mon

hoc nay yéu cau phai ¢ kién thirc co ban hé théng mang may tinh.
Il. Muc tiéu moén hoc:
— Kién thuc:
+ MO ta duge hé thong Client/ Server
+ Trinh bay dugc cac khai niém Domain, OU, Profile, Share, NTFS
— K¥ nang:
+ Xay dung dugc cac dich vu mang vai Client/ Server
+ Xay dung cac (mg dung trén hé diéu hanh Server 2008
— Nang luc tu chu va trach nhiém:
+ C6 ¥ thic tuan thi quy trinh va quy chuan va an toan hé théng mang
+ C6 kha nang tu tim toi, hoc hoi, tich liiy kinh nghiém quan tri hé théng mang
I11. Noi dung mén hoc:

1. Noi dung tong quat va phan bo thoi gian:

Thai gian (Qio)
S0 | Ten cac bai trongmonhec | Téng | Ly Thuc hanh /thuc | jam
T .| Ve | tap/ thi nghigm/
S0 YUl pai tap/ thao luan | Tra
1 | Chwong 1: Share & NTFS 10 3 7
1.Share dit liégu & Share an dit 2 05 15
liéu
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Thai gian (gio)

50 1 Ten cac bai trongmoénhec | Tong | |y Thuc hanh /thuc | iém
T Y | tap/ thi nghigm/
b thuyet o A Tra
50 bai tap/ thao luan

2.Map 6 dia mang 2 0.5 15

3.Share véi cac phan quyén 2 0.5 15

4.Phan quyén NTFS 2 0.5 1.5

5.Phan quyén véi Special 1 0.5 05

Permission

6.Take OwnerShip 1 0.5 0.5
2 | Chuong 2: Domain 7 2 5

1.Giéi thiéu vé Domain 1 1

Controller(DC)

2.Nang cap 1én DC 3 0.5 2.5

3.Trién khai Policy trén DC 2 0.5 1.5

4. Cai dat Remote Server

Administrator tool cho may 1 1

Client
3 Chuong 3: OU & Delegate 6 2 4

Control

1.Tao va xo04 OU 2 0.5 1.5

2.Trién khai 1 s6 Policy trén 5 1 1

OuU.

3. Delegate Control 2 0.5 1.5
4 | Chwong 4: Child Domain S 1 3 1

1.Gisi thigu vé Child Domain 0.5 0.5

2.Trién khai Child Domain 3.5 0.5 3

3. Kiém tra 45’ 1 1
5 | Chuwong 5: Trust S 2 3

1.Gigi thiéu vé Trust 2 1 1

2.Tao DNS Forwarder giira 2 1.5 0.5 1

domain

3.Xay dung Trust va phan quyén | 1. 0.5 1
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Thai gian (gio)

'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh / thue | kigm
. thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | Tra

truy cap dir liu

6 | Chuwong 6: Home Folder & 6 15 35 1
User Profile
1.Home folder 2 0.5 15
2.Local Profile 1 0.5 0.5
2 0.5 15

3.Roaming Profile

|
|

4. Kiém tra 45°

7 | Chwong 7: DFS 6 15 4.5
1. Cai dat DFS 2 0.5 1.5
2. NameSpace 2 0.5 15
3. Replication Group 2 0.5 1.5
Téng cong 45 | 13 30 2
2. Noi dung chi tiét:
Chwong 1: SHARE & NTFS Thai gian: 10 gios (LT: 3 gid; TH: 7 gio)

1. Muc tiéu:
- Trinh bay duoc vé Share & NTFS
- Trién khai dugc Share & NTFS
- C6 y thurc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Share dit liéu & Share an dir liéu
2.2. Map 6 dia mang
2.3. Share vdi cac phan quyén
2.4. Phan quyén NTFS
2.5. Phan quyén vai Special Permission
2.6. Take OwnerShip
Chwong 2: DOMAIN Thoi gian: 7 gio (LT: 2 gio; TH: 5 gio)
1. Muc tiéu:
- Trinh bay duoc vé Domain
- Trién khai dugc mé hinh Client/Server
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- C6 y thure ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gidi thiéu vé Domain Controller(DC)
2.2. Nang cap 1én DC
2.3. Trién khai Policy trén DC
2.4. Cai dat Remote Server Administrator tool cho may Client
2.5. Kiém tra 45
Chuwong 3: OU & DELEGATE CONTROL Thoi gian: 6 gio (LT: 2 gio; TH: 4 gio)
1. Muc tiéu:
- Trinh bay duoc vé OU & Delegate Control
- Trién khai duoc OU & Delegate Control
- Co y thuc tu giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Tao va xoa OU
2.2. Trién khai 1 s6 Policy trén OU.
2.3. Delegate Control
Chwong 4: CHILD DOMAIN Thoi gian: 5 gio (LT: 1 gio; TH: 3 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc vé Child Domain
- Trién khai duoc Child Domain
- C6 y thurc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gii thiéu vé Child Domain
2.2. Trién khai Child Domain
Chuwong 5: TRUST Thoi gian: 5 gio (LT: 2 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc vé Local User Group
- Tao duoc Local User Group
- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Gidi thigu vé Trust
2.2. Tao DNS Forwarder gitra 2 domain
2.3. Xay dung Trust va phan quyeén truy cap di liéu
2.4. Kiém tra 45
Chwong 6: HOME FOLDER & USER PROFILE
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Thoi gian: 6 gio (LT: 1.5 gio; TH: 3.5 gio)
1. Muc tiéu:
- Trinh bay duoc vé Local User Group
- Tao duogc Local User Group
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Home folder
2.2. Local Profile
2.3. Roaming Profile
Chuong 7: DFS Thoi gian: 6 gio (LT: 1.5 gio; TH: 4.5 gio)
1. Muc tiéu:
- Trinh bay duoc vé DFS
- Trién khai dugc DFS
- C6 y thuc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Cai dat DFS
2.2. NameSpace
2.3. Replication Group
IV. Piéu kién thuc hi¢n mon hec:
1. Phong hoc chuyén moén hoéa/nha xuong: Phong vi tinh.,
2. Trang thiét bi may mac: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo y&u cau giao vién
4. Cac diéu kién khéac: Theo yéu cau gido vién
V. N¢i dung va phwong phap, danh gia:
1. Noi dung:
- Kién thire: Puoc danh gia qua bai kiém tra thuc hanh dat duoc cic yéu cau sau:
+ Céch thuc quan tri hé héng mang Client/ Server

+ Nam bat duoc mot sé khai niém vé bai hoc nhiam phuc vu cho viéc trién khai céc
bai thuc hanh mét cach deé dang.

- K¥ nang: PBanh gia ky nang thuc hanh cua sinh vién trong bai thuc hanh dat dugc
cac yéu cau sau:

+ Trién khai duoc tit cac bai thuc hanh trong chwong trinh hoc nhu: NTFS, Share,
DFS, Domain, .....

— Nang luc ty chu va trach nhi¢m:
+ C6 kha nang ty duy doc lap.
+ C6 kha nang tu tim to1, hoc hoi, tich liiy kinh nghiém.
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2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng dian thuc hién mon hoc:
1. Pham vi &p dung mdn hoc: Ap dung cho trinh d9 lién théng cao dang
2. Hwéng din vé phwong phap giang day, hoc tip mén hec:
- Béi véi gido vién, giang vién:
+ Giai thich cac thuat ngit vé chuyén nganh mang may tinh.
+ Trinh bay day du cac bai thuc hanh trong noi dung bai hoc.
+ St dung phuong phap phat van.
+ Cho sinh vién thyc hanh trén may tinh va dit cac cau hoi dé sinh vién tra loi.
- Béi vé6i ngudi hoc:
+ Sinh vién trao d6i v&i nhau, thuc hién cac bai thuc hanh va trinh bay theo nhom.
+ Thuc hién céc bai tap thuc hanh duoc giao.

3. Nhitng trong tam can chd y: Gido vién trude khi giang day can phai can ctr vao
n@[ dung cua ting bai hoc chuan bi day du cac dieu kién thuc hién bai hoc dé dam bao
chat Iwong giang day.

4. Tai ligu tham khao:

[1] MCTS Self-Paced Training Kit (Exam 70-640): Configuring Windows Server
2008 Active Directory (2nd Edition)

5. Ghi chi va giai thich (néu co):
Thanh phé Hé Chi Minh, ngay — thang  nam 2019
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén mdn hoc: CONG NGHE AO HOA
Ma mén hec: TTC2115
Thoi gian thuc hién mén hec: 60 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)
I. Vi tri, tinh chit ciia mén hoc:

— Vi tri: Hoc sau mon hoc Thiét l1ap hé théng mang.

— Tinh chét: La mon hoc bat budc nam trong cac moén hoc chuyén mon nganh. Mén
hoc nay yéu cau phai c¢6 kién thirc co ban vé hé thong mang mdy tinh.
1. Muc tiéu mon hoc:

— Kién thuc:

+ Giai thich duoc kién trac cua cac hé ao hoa.

+ Mo ta dugc tinh nang va qué trinh lam viéc ctia cac dich vu ung dung trén hé
thong 4o hoa.

+ M6 ta dugc cac mo hinh 40 hdéa mang may tinh.
— K¥ nang:
+ Thiét 1ap duoc mé hinh 4o héa theo yéu cau
+ Cai dat va quan tri dugc cac dich vu ing dung trén hé théng ao hoa.
+ Khic phuc dugc céc su b trén hé théng ao hoa.
— Nang lyc ty chu va trach nhi¢m:
+ Co y thirc tuan thi quy trinh va quy chuan trong a0 hoa
+ Co6 kha nang tu tim to1, hoc hoéi cac dich vu 4o hoa trén cac hé théng khac nhau
I11. N¢i dung mon hoc:

1. Noi dung tong quat va phéin bo thoi gian:

Thoi gian (gio)

0 | Ten cac bai trong mon hec Téng | Ly | 'hwchanh/thuc | igm

T , .. | tap/ thi nghiem/
sb | tuyet | oitap/ thao luan | tra
1 | Chuong 1: Gidi thiéu 1 2
2 | Chuong 2: Cai dat ESXi 2 2 1
3 | Chuong 3: Cau hinh may chu 3 2 2
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Thoi gian (gio)
0 1 Ten cac bai trongmoénhec | Tong | |y Thuc hanh /thuc | kigm
TT ‘ Y. | tap/ thi nghiem/
A thuyét N A > : A tra
50 bai tap/ thao luan
ESXi
Chuong 4: Thuc hanh online
4 trén HOL 2 0 2
5 Chuong 5: Trién khai va cu 4 5 3
hinh may tinh a0 VM
6 Chuong 6: Cai dat VMare Tool 3 5 5
va phan mém cho VM
7 Chuong 7: Cau hinh h¢ thong 3 5 5
mang
Chuong 8: Join may 40 Va0 mién
g |DC 5 3 3 1
Kiém tra 45°
9 | Chuong 9: Snapshot may ao 3 2 2
10 Chumg 105 Lu'?u trir va khoi 4 2 3
phuc may tinh ao
11 ?humg 11: Di chuyén may tinh 3 9 9
a0
19 Chu(_'mg 12: Cai dat va cau hinh 3 2 9
vSwitch
Chuong 13: Cai dat va cau hinh
13 | Xen Server 5 2 3 1
Kiém tra 45’
14 | Chuong 14: Cai dat Hyper-V 4 3 3
Tong cong 60 28 30 2
2. Ndi dung chi tiét:
Chwong 1: Gigi thiéu Thoi gian: 2 gio (LT: 2 gio)
1. Muc tiéu:

- Trinh bay dugc cac khai niém va irng dung cia dién toan dam may va ao hoa
- Phén biét duoc ao hoa Server va Desktop
- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc

2. No1 dung chuong:

2.1. Khai niém ao hoa

2.2. Ao hoa va dién toan dam may
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2.3. Ao hoa Server
2.4. Ao hoéa Desktops
Chwong 2: Cai dat ESXi Thoi gian: 3 gio (LT: 2 gio; TH: 1 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly caa I6p Hypervisor
- Cai dat duoc hé 16p ao hod may chua Hypervisor ESXi
- C6 y thic ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Nguyén ly 16p ao hod Hypervisor
2.2. Chuyén doi P2V
2.3. Cai dat ESXi
Chwong 3: Cau hinh may chi ESXi Thoi gian: 4 gio (LT: 2 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duogc cach quan ly host ESXi
- Cau hinh dugc cac thong sé cho host ESXi.
- Co y thuc tu giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. C4u hinh dija chi IP
2.2. Cau hinh SSH
2.3. Cau hinh céc thong sé khac
Chuwong 4: Thuc hanh online trén HOL Thoi gian: 2 gio (TH: 2 gio)
1. Muc tiéu:
- Trinh bay dugc cac budc thuc hién bai thuc hanh online
- Thuc hanh dugc céc bai thuc hanh trén hé thbng VMware
- C6 y thuc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Gigi thiéu hé théng HOL
2.2. Thuc hién bai thuc hanh trén HOL
2.3. Panh gia két qua thyc hién
Chuwong 5: Trién khai va cdu hinh may tinh 40 VM
Thoi gian: 5 gio (LT: 2 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc cac budc thyc hién trién khai va cau hinh VM
- Cai dat duogc Guest OS
- C6 y thure ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
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2. No1 dung chuong:
2.1. Tao cac VM trong host
2.2. Cai dat Guest OS
Chuwong 6: Cai dit VMare Tool va phan mém cho VM
Thoi gian: 4 gio (LT: 2 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duoc cac bude cai dat pham mém cho VM
- Cai dit duoc cac phan mém
- Céu hinh dugc cac phan mém
- C6 y thuc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Tao may ao VM
2.2. Cai dat Guest OS
2.3. Str dung Appliance
Chwong 7: Cau hinh hé théng mang Thoi gian: 4 gio (LT: 2 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly a0 hda mang trong vSphere
- Thém dugc card mang va thay doi dugc céc théng sé mang
- C4u hinh duoc IP, SSH
- C6 y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Thém card mang
2.2. Thiét 1ap cac thong sé6 mang
2.3. Thiét 1ap SSH
Chuong 8: Join may 40 vao mién DC hoi gian: 7 gio (LT: 3 gio; TH: 3 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc sy twong thich gitra VMware va DC cta Microsoft
- Cai dat va quan tri DC
- Join cac VM vao DC
- C6 y thirc ty gic, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Hé thong DC
2.2. Join cac may VM vao DC
2.3. Str dung SSO
Chwong 9: Snapshot may ao Thoi gian: 4 gio (LT: 2 gio; TH: 2 gio)
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1. Muc tiéu:
- Trinh bay duoc qué trinh quan ly Snapshot
- Cai dat va str dung dugc Snapshot
- C6 y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Snapshot VM
2.2. St dung Snapshot
Chwong 10: Lwu trir va khoi phuc may tinh a0 Thoi gian: 5 gio (LT: 2 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc cach thiac quan ly cac VM
- Cai dat va quan tri hé thong luu trix
- Co y thuc tu giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Luu trit cAic VM
2.2. Khoi phuc cac VM
Chuwong 11: Di chuyén may tinh ao Thoi gian: 4 gio (LT: 2 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duoc nguyén ly di chuyén VM
- Cai dat va quan tri dugc cac VM trong hé thong luu trix
- C6 y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Quan 1y luu trir caic VM
2.2. Di chuyén cac VM giira c4c host
Chuwong 12: Cai dit va cau hinh vSwitch Thoi gian: 4 gio (LT: 2 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay dugc a0 hoa mang trong ESXi
- Cai dat va ciu hinh dugc vSwitch
- CH y thuc ty gi4c, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. NGi dung chuong:
2.1. Ao hoé network
2.2. Cai dt va cau hinh vSwitch
2.3. VLAN
Chuwong 13: Cai dit va ciu hinh Xen Server
Thoi gian: 6 gio (LT: 2 gio; TH: 3 gio; KT: 1 gio)
1. Muc tiéu:
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- Trinh bay dugc chirc ndang may chu Xenserver
- Cai dat va quan tri duoc Xenserver
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Gigi thiéu Xenserver
2.2. Cai dat Xenserver
2.3. Cai dat Guest OS
Chuwong 14: Cai dat Hyper-V Thoi gian: 5 gio (LT: 2 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc chirc nang may chu Hyper-V
- Cai dat va quan tri duwoc Hyper-V
- Co y thuc tu giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Gidi thiéu Hyper-V
2.2. Cai dat Hyper-V
2.3. Cai dat Guest OS
IV. Piéu kién thuc hién mon hec:
1. Phong hoc chuyén mén hoéa/nha xudong: Phong vi tinh.
2. Trang thiét bi may méc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo y&u cau giao vién
4. Cac diéu kién khéac: Theo yéu cau gi4o vién
V. Noi dung va phuong phap, danh gia:
1. No6i dung:

- Kién thtc: Puoc danh gia qua bai kiém tra viét, tric nghiém dat duoc cac yéu cau
Sau.

+ Nam bt duoc cac khai niém va nguyén tic hoat dong cua hé théng ao hoa.
+ CO kha nang phan tich va danh gia hé théng ao hoa.

- Ky nang: Dénh gia k¥ ndng thuc hanh cua sinh vién trong bai thyc hanh dat dugc
cac yéu cau sau:

+ Cai dat va quan tri duoc hé thdng ao hoa.
+ Téi vu duoc hé thdng a0 héa.
- Nang luc tu cha va trach nhiém:
+ C6 kha nang tu duy doc lap.
+ C6 kha nang tu tim toi, hoc hoi, tich lity kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng dan thwc hién mon hoc:
36



1. Pham vi 4p dung mén hec: Ap dung cho trinh @6 lién théng cao déang
2. Hwéng dan vé phwong phap giang day, hoc tdp mén hec:
- P6i véi gido vién, giang vién:
+ Giai thich cac khai niém lién quan dén dién toan dam may va ao hoa.
+ Trinh bay day du thanh phan trong cdng nghé 4o hda.
+ St dung phuong phap phat van.
+ Cho sinh vién thuc hién cai dat cAu hinh va dat cac cau hoi dé sinh vién tra 1oi.
+ Phan nhom cho cac sinh vién thuc hién cac bai thuc hanh trén may tinh.
- Béi vé6i ngudi hoc:
+ Sinh vién trao d6i v&i nhau, thuc hién cac bai thuc hanh va trinh bay theo nhom.
+ Thuc hién cac bai tap thuc hanh duoc giao.

3. Nhiing trong tdm can chi y: Gido vién trudc khi giang day can phai can cir vao ndi
dung cua tirng bai hoc chuan bi day du cac diéu kién thuc hién bai hoc dé dam bao chat
lugng giang day.

4. Tai ligu tham khao:

[1] VMware vSphere: Install, Configure, Manage. VMware® Education Services
VMware, Inc

[2] Matthew Portnoy. Virtualization Essentials. John Wiley & Sons
[3] John Savill. Microsoft Virtualization Secrets. John Wiley & Sons
5. Ghi ch va giai thich (néu co):
Thanh pho H6 Chi Minh, ngay  thang ~ nam 2019
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén mdn hoc: QUAN TRI MANG NANG CAO TREN LINUX

Ma& mon hoc: TTC2118
Thoi gian thuc hién mén hec: 75 gio; (Ly thuyét: 43 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)
I. Vi tri, tinh chat ciaa mdn hoc:
— Vi tri: Hoc sau moén hoc Quan tri mang trén Linux.

— Tinh chat: La mon hoc bat budc nam trong cdc mon hoc chuyén mon nganh. Mon
hoc nay yéu cau phai co6 kién thurc co ban vé hé diéu hanh Linux.

Il. Muc tiéu mén hoc:
— Kién thirc:
+ Trinh bay dugc nguyén tac hoat dong cua cac dich vu mang trén Linux.
+ Danh gia dugc hi¢u suét va mirc d6 bao mat trén cac dich vu mang.
— K¥ nang:
+ Céau hinh, quan tri duoc cac dich vu mang trén Linux.
+ Khic phuc duoc cac su ) thuong gap trén cac dich vu mang.
— Nang luc tu chu va trach nhiém:
+ C6 y thirc tudn thu quy trinh va quy chuan trong cac dich vu mang mi ngudn mé
+ C6 kha nang tu tim to1, hoc héi cac dich vu mang ma nguén mé
I11. N§i dung mon hec:

1. Noi dung tong quat va phéin bo thoi gian:

Thai gian (gio)

S0 | Ten cac bai trongmoénhec | Téng | |y Thuc hanh /thue | kigm
TT tap/ thi nghiém/

sb | thuyet | i tap/ thio luan |  tra

1 | Chuong 1: Berkeley Internet

Name Domain (BIND) 8 5 3
2

Chuong 2: Apache HTTP Server 7 4 3
3

Chuong 3: FTP (vsftpd) 7 4 3

38




Thoi gian (gio)

'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh / thue | kigm
. thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | tra
4 | Chuong 4: Mail server (Postfix)
» 9 5 3 1
Kiém tra 45°
Chuong 5: Lightweight
5 | Directory Access Protocol 10 6 4
(LDAP)
6 | Chuong 6: Proxy server (Squid) 7 4 3
7 | Chuong 7: Linux Security 7 4 3
Chuong 8: Lap trinh Shell trén
g |Linux 13 7 5 1
Kiém tra 45’
9 | Chuong 9: Tién trinh 7 4 3
Tong cong 75 43 30 2

2. Noi dung chi tiét:
Chuwong 1: BERKELEY INTERNET NAME DOMAIN (BIND)
Thoi gian: 8 gio (LT: 5 gio; TH: 3 gio)

1. Muc tiéu:

- Trinh bay dugc nguyén ly hoat dong ctia DNS

- Cai dat duoc DNS server trén Linux.

- Bao mat duoc DNS server trén Linux.

- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc

2. Noi dung chuong:

2.1. Gisi thiéu vé DNS
2.2. Tap tin named.conf
2.3. Zone files

2.4. Cau hinh Name Server

2.5. Cau hinh Secondary Name Server

2.6. Cau hinh DNS Client
2.7. Cau hinh Hosting Domain

39




2.8. Cau hinh Delegation Domain
2.9. Bao mat cho DNS
Chuong 2: APACHE HTTP SERVER Thoi gian: 7 gio (LT: 4 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly hoat dong cua Apache HTTP Server.
- Cai dat va cdu hinh dugc Apache HTTP Server.
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Gidi thiéu web server va Apache HTTP Server
2.2. Cai dat Apache HTTP Server
2.3. Cau hinh Apache HTTP Server co ban
2.4. Cau hinh Apache HTTP Server nang cao
2.5. Bao mat Apache HTTP Server.
Chuong 3: FTP (VSFTPD) Thoi gian: 7 gio (LT: 4 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly hoat dong ctia FTP server va vsftpd.
- Cai dat va c4u hinh duoc vsftpd.
- C6 y thurc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gigi thidu vé FTP server va vsftpd
2.2. Cai dat vsftpd
2.3. Céu hinh vsftpd
2.4. Nhirng tai nguyén h trg vsftpd
Chuong 4: MAIL SERVER (POSTFIX)
Thoi gian: 9 gio (LT: 5 gio; TH: 3 gio; KT: 1 gio)
1. Muc tiéu
- Trinh bay dugc nguyén ly hoat dong ctia Mail server va Sendmail
- Cai dit va cau hinh dugc Sendmail, Open Webmail.
- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Gigi thiéu hé thdng va céc giao thtc trong Mail.
2.2. Cai dat Postfix.
2.3. Cau hinh postfix.
2.4. Cai dat va cAu hinh POP va IMAP
2.5. Cai dat va ciu hinh Open Webmail.
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2.6. Kiém tra 45
Chuwong 5: LIGHTWEIGHT DIRECTORY ACCESS PROTOCOL (LDAP)
Thoi gian: 10 gio (LT: 6 gio; TH: 4 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly hoat dong LDAP va OpenLDAP.
- Cai dit va cau hinh dugc OpenLDAP.
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gi6i thiéu vé LDAP va OpenLDAP.
2.2. Cai dat va cau hinh OpenLDAP.
2.3. Cau hinh mét hé théng xac thuc dung OpenLDAP
Chwong 6: PROXY SERVER (SQUID) Thoi gian: 7 gio (LT: 4 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc nguyén ly hoat dong cua Firewall va Squid.
- Cai dat va cau hinh dugc Squid.
- Co y thuc tu giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gigi thiéu Firewall.
2.2. Gidi thiéu Squid.
2.3. Cai dat Squid.
2.4. Cau hinh Squid.
2.5. Khai dong Squid.
Chwong 7: LINUX SECURITY Thoi gian: 7 gio (LT: 4 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly hoat dong cua IPTABLE.
- Cai dat va cau hinh dugc IPTABLE.
- C6 y thirc ty gic, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gioi thiéu IPTABLE.
2.2. Céc loai bang trong TABLE.
2.3. Cac loai chain trong bang.
2.4. Céch str dung fileter lam firewall.
2.5. Cach str dung bang NAT.
Chwong 8: LAP TRINH SHELL TREN LINUX
Thoi gian: 13 gio (LT: 7 gio; TH: 5 gio; KT: 1 gio)
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1. Muc tiéu:
- Trinh bay duogc cac Iénh dung trong lap trinh Shell.
- Viét dugc céc file kich ban giai quyét cac van dé thuc té.
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Téng quan.
2.2. Trinh bién dich GNU.
2.3. Gii thiéu vé shell scripting.
2.4. Nhirng tinh nang cua shell.
2.5. Cu hinh méi trudng dang nhap.
2.6. Diéu khién Shell.
2.7. Ca phap ngbn ngtr shell.
2.8. Cac vi du minh hoa.
2.9. Kiém tra 45’
Chwong 9: TIEN TRINH Thoi gian: 7 gio (LT: 4 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc cac loai tién trinh.
- Quan 1y duoc tién trinh trong Linux.
- CO y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Pinh nghia tién trinh,
2.2. Phan loai tién trinh.
2.3. Lénh pstree va ps.
2.4. Tién trinh tién canh.
2.5. Tién trinh hau canh.
2.6. Tam ding va danh thic tién trinh,
2.7. Lap lich véi Iénh at.
2.8. Lap lich véi Iénh batch.
2.9. Lénh lich vai tién ich crontab
IV. Piéu kién thuc hién mon hec:
1. Phong hoc chuyén moén hoa/nha xuong: Phong vi tinh.,
2. Trang thiét bi may méc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguy@n vat liéu: Theo y&u cau gido vién
4. Cac diéu kién khac: Theo yéu cau gido vién
V. N§i dung va phwong phap, danh gia:
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1. N6i dung:

- Kién thtc: Puoc danh gia qua bai kiém tra viét, tric nghiém dat duoc cac yéu cau
sau:

+ Nidm bit dugc cac khai niém va nguyén tic hoat dong cua cac dich vu trong
Linux.

+ C6 kha nang phan tich va danh gia hé thong Linux.

- Ky néng: Danh gia ky nang thuc hanh cua sinh vién trong bai thyc hanh dat duoc
cac yéu cau sau:

+ Cai dat va quan tri duoc cac dich vu trong Linux.
+ T6i wu va bao mat duoc hé thdng Linux.
— Nang lyc ty chu va trach nhi¢m:
+ C6 kha ndng tu duy doc lap.
+ C6 kha ndng tu tim to1, hoc hoi, tich lity kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng déan thuc hién mon hec:
1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 lién thong cao dang
2. Hwéng din vé phwong phap giang day, hec tap mén hoc:
- Pdi voi gido vién, giang vién:
+ Giai thich céc khai niém lién quan dén céc dich vu trén Linux.
+ Huéng dan va lam mau cac dich vu trén Linux.
+ St dung phuong phap phat van.
+ Cho sinh vién thuc hién cai dit cAu hinh va dat cac cau hoi dé sinh vién tra loi.
+ Ph&n nhdm cho céc sinh vién thyuc hién cac bai thuc hanh trén may tinh.
- Béi vé6i ngudi hoc:
+ Sinh vién trao d6i véi nhau, thuc hién cac bai thuc hanh va trinh bay theo nhém.
+ Thuc hién céc bai tap thuc hanh duoc giao.

3. Nhirng trong tdm can chd y: Giao vién trude khi giang day can phai can cir vao noi
dung cua tirng bai hoc chuan bi day du cac dicu kién thuc hién bai hoc dé dam bao chat
lugng giang day.

4. Tai ligu tham khao:
[1] Red Hat Enterprise Linux Deployment Guide
[2] LPIC-1 Linux Professional Institute Certification , Roderick W. Smith.
5. Ghi ch va giai thich (néu co):
Thanh pho Ho Chi Minh, ngay  thang ~ nam 2019
TRUONG KHOA
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CHUONG TRINH MON HQC

Tén mon hec: QUAN TRI HE THONG MAIL SERVER

Ma& mon hoc: TTC2126
Thoi gian thuc hién mén hec: 45 gio; (Ly thuyét: 13 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)
I. Vi tri, tinh chat ciaa mdn hoc:
— Vi tri: Hoc sau mén hoc Mang nang cao.

— Tinh chat: La mon hoc bat budc nam trong cdc mon hoc chuyén mon nganh. Mon
hoc nay yé€u cau phai co6 kién thirc co ban vé quan tr1 hé thong mang.

Il. Muc tiéu mén hoc:
— Kién thuc:

+Trinh bay dugc céach thic td va hoat dong cua dich vu mail server POP3 va
MDeamon.

+Trinh bay duoc cach t6 chirc va hoat dong cua cac thanh phan trong Microsoft
Exchange Server.

— Ky nang:
+ CAu hinh, quan tri dugc hé¢ théng mail server POP3 va MDeamon.
+ CAu hinh va quan tri dugc hé¢ théng Microsoft Exchange Server.
+ Bao mat duogc hé théng Microsoft Exchange Server.
+ Khic phuc duoc cac su cd thudng gip trén Microsoft Exchange Server.
— Nang luc tu chu va trach nhiém:
+ C6 y thirc tuan thu quy trinh va quy chuan trong hé thong mail server
+ C6 kha nang ty tim toi, hoc hoi cac k¥ thuat thiét 1ap hé thong mail server

I11. Noi dung mén hoc:

1. Noi dung tong quat va phan bo thoi gian:

Thoi gian (gio)

S0 | Ten cac bai trongmonhec | Téng | Ly Thuc hanh /thuc | jam
T tap/ thi nghiém/

sb | thuyet | i tap/ thio luan |  tra

Chuong 1: Chich sach dia chi 9 3 6
mail (Email Address Policies)
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Thoi gian (gio)

'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh / thue | kigm
. thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | tra

Chuong 2: Chinh sach mail

o | (Message Policies) 8 2 6
Kiém tra 45
3 Chuong 3: Cac giao thac nhan 8 2 6
mail (POP3, IMAP, HTTP...)
Kiém tra 45
5 Chuong 5: Chong thu rac (Anti 6 2 4
Spam)
Chuong 6: Sao luu du phong
6 | (Backup & Restore) 7 2 4 1
Kiém tra 45’
Tong cong 45 13 30 2

2. Ndi dung chi tiét:
Chuwong 1: CHICH SACH PIA CHI MAIL (EMAIL ADDRESS POLICIES)
Thoi gian: 9 gio (LT: 3 gio; TH: 6 gio)
1. Muc tiéu:
- Trinh bay duoc mot sb chinh sach cho Email Address.
- Thiét lap dugc mot sb chinh sach cho Email Address theo yéu cau.
- CO y thuc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gigi thiéu mot sb chinh sach cho Email Address
2.2. Thiét 1ap mot s6 chinh sach cho Email Address
Chuong 2: CHINH SACH MAIL (MESSAGE POLICIES)
Thoi gian: 8 gio (LT: 2 gio; TH: 6 gio)
1. Muc tiéu:
- Trinh bay duoc mét sb chinh sach cho Email.
- Thiét 1ap dugc mot sb chinh sach cho Email theo yéu cau.
- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Gigi thiéu mot s chinh sach Email
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2.2. Thiét 1ap mot sb chinh sach Email
Chwong 3: CAC GIAO THUC NHAN MAIL (POP3, IMAP, HTTP...)
Thoi gian: 8 gio (LT: 2 gio; TH: 6 gio)
1. Muc tiéu:
- CAu hinh va qua tri dugc cac giao thac POP3, IMAP, HTTP...
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Str dung Microsoft Outlook, OWA va OMA
2.2. Cau hinh céc giao thuc trong Microsoft Exchange Server
2.3. Quan tri cac giao thirc nhan mail
2.4. Bao mat mail bang SIMIME
Chwong 4: GIAO THUC SMTP Thoi gian: 7 gio (LT: 2 gio; TH: 4 gio; KT: 1 gio)
1. Muc tiéu:
- Quan tri duoc giao thee SMTP trong Microsoft Exchange Server.
- Co y thuc tu gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. CAu hinh giao thirc SMTP.
2.2. Bao mat trén SMTP.
Chwong 5: CHONG THU RAC (ANTI SPAM) Thoi gian: 6 gio (LT: 2 gio; TH: 4 gio)
1. Muc tiéu:
- Trinh bay duoc cach thirc spam mail va cac cach phong chéng.
- Chéng mail rac dugc trong Microsoft Exchange Server.
- CO y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Céc cach thurc spam mail va danh sach den.
2.2. Chéng mail rac trong Microsoft Exchange Server.
Chwong 6: SAO LUU DU PHONG (BACKUP & RESTORE)
Thoi gian: 7 gio (LT: 2 gio; TH: 4 gio; KT: 1 gio)
1. Muc tiéu:
- Sao luu du phong duoc Microsoft Exchange Server.
- C6 y thue ty gi4c, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Backup Microsoft Exchange Server.
2.2. Restore Microsoft Exchange Server.
2.3. Str dung cbng cu sao luu du phong.
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IV. Piéu kién thuc hién mén hec:
1. Phong hoc chuyén mon héa/nha xuong: Phong vi tinh.
2. Trang thiét bi may méc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguy@n vat liéu: Theo y&u cau gido vién
4. Cac diéu kién khac: Theo yéu ciu gido vién
V. Ngi dung va phwong phap, danh gia:
1. Noi dung:

- Kién thuc: Puoc danh gia qua bai kiém tra viét, tric nghiém dat duoc cac yéu cau
sau:

+ Nam bét duoc cac khai niém va nguyén tic hoat dong cua cac thanh phan trong
Microsoft Exchange Server va MDeamon.

+ C6 kha niang phan tich va danh gia hé thong Microsoft Exchange Server va
MDeamon.

- Ky ndng: Danh gid ky nang thyc hanh cua sinh vién trong bai thuc hanh dat duoc
cac yéu cau sau:

+ Cai dat va quan tri dugc céc thanh phan trong Microsoft Exchange Server va
MDeamon.

+ Ti wu, bao mat dugc hé théng Microsoft Exchange Server va MDeamon.
—Nang luc tu chu va trach nhiém:
+ C6 kha nang tu duy doc lap.
+ C6 khd ndng tu tim to1, hoc hoi, tich liiy kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng din thuc hign moén hoc:
1. Pham vi &p dung mdn hoc: Ap dung cho trinh do lién théng cao dang
2. Huéng din vé phwong phap giang day, hoc tap mon hoc:
- P6i véi gido vién, giang vién:
+ Giai thich cac khai niém lién quan Microsoft Exchange Server va MDeamon.

+ Huéng dan va lam mau thao tac cai dit, ciu hinh va quan tri Microsoft
Exchange Server va MDeamon.

+ Sir dung phuong phap phat van.
+ Cho sinh vién thuc hién cai dit cAu hinh va dat cac cau hoi dé sinh vién tra loi.
+ Ph&n nhom cho cac sinh vién thuc hién cac bai thuc hanh trén may tinh.

- Bdi voi ngudi hoc:
+ Sinh vién trao d6i v&i nhau, thuc hién cac bai thuc hanh va trinh bay theo nhém.
+ Thuc hién cac bai tap thuc hanh duoc giao.
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3. Nhitng treng tam can ch y: Gido vién trudc khi giang day can phai can ctr vao noi
dung cua tirng bai hoc chuan bi day du cac dicu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai liéu tham khao:
[1] Rand H. Morimoto, Microsoft® Exchange Server 2007.

[2] Giao trinh dao tao x@y dung va quan tri Website, Portal, Trung tdm dién toan
khu vuc I.

5. Ghi chu va giai thich (néu co):
Thanh phé Ho Chi Minh, ngay — thdng  ndm 2019
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén mon hoc: THIET KE WEB
Ma& mon hoc: TTC220
Thoi gian thuc hién mén hec: 90 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 60 gio; Kiém tra: 2 gio)
l. Vi tri, tinh chit ciia mén hoc:

— Vi tri: Hoc sau mon hoc Tin hoc

— Tinh chat: La mot trong cac mon hoc co so.
1. Muc tiéu mén hoc:

— Kién thuc: Sau khi hoc xong sinh vién ¢6 cac kién thirc co ban nhu:

~ + Nam viing tong quan ve thict ké Web, cac budc xay dung mot website trong thyc
te, tir do gitp cho sinh vién xay dung mot website theo yéu cau thyec tien.

+ Nam ving dugc ngon ngit HTML ciing nhu két hop v6i CSS dé tao nén mot trang
web ding chuan.

+ Cung cap kién thirc javascript dé 1ap trinh tao sy tuwong tac giita trang web va
nguoi si dung.

— Ky nang:

+ St dung thanh thao phan Adobe Photoshop CS6, Adobe Dreamweaver CS6 dé xay
dung website mot cach hiéu qua va chuyén nghiép

+ C6 kha nang tu tim toi, hoc héi, tich liiy kinh nghiém lién quan dén mon hoc.

— Nang luc tu chu va trach nhiém: C6 kha nang tu tim toi, hoc héi, tich liiy kinh
nghiém lién quan dén mon hoc.

I11. Noi dung mon hoc:

1. Noi dung tong quat va phan bd thoi gian:

Thoi gian (gio)

S6 NI ) Tong Thuchanh/|
TT Tén céac bai trong mén hoc Ly | thwctap/thi | Kiém

sb tiét , . .
oHe thuyet| nghiém/ bai tra
tap/ thao luan

Chuong 1: HTML 12 4 8

Bai 1: Gidgi thieu HTML va cac thé co
ban
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Thaot gian (gio)

sé L X Tong Thuc hanh/ g
T Tén céac bai trong mén hec o6 tidt Ly | thyc tap/ thi Kiém
thuyet| nghiém/ bai tra
tap/ thao luan
Bai 2: Thé hinh anh, lién két va danh
. 4 1 3
séch
Bai 3: Bang 2 1 1
Bai 4: Biéu mau 3 1 2
Chwong 2: CSS (STYLE SHEET) 16 6 9 1
Bai 5: Téng quan CSS 4 2 2
2
Bai 6: Cac thudc tinh dinh dang co ban 5 2 3
Bai 7: M6 hinh hop trong css 7 2 4 1
Chwong 3: JAVASCRIPT 18 3 15
Bai 8: Tong quan Javascript 7 1 6
3 | Bai 9: Xay dung kich ban bing
. 5 1 4
Javascript
Bai 10: Béi twong va su kién trong
. 6 1 5
Javascript
4 | On tap + Kiém tra 5 0 5
Chuong 4: DREAMWEAVER 24 7 16 1
Bai 11: Gidi thiéu Dreamweaver 9 2 7
5
Bai 12: Trang va noi dung trang 6 2 4
Bai 13: Lam viéc vaéi cac form 9 3 5 1
Chuong 5: JQUERY 15 8 7
6
Bai 14: Giéi thiéu vé Jquery 2 2 0
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Thoi gian (gio)
sé L X Tong Thuc hanh/ .
Tén céac bai trong mén hec L Ly | thuc tap/ thi | Kiém
TT s6 tiét g | o R
thuyét| nghiém/ bai tra
tap/ thao luan
Bai 15: Cac selector trong Jquery 5 2 3
Bai 16: Su kién co ban trong Jquery 4 2 2
Bai 17: Hiéu ung co ban trong Jquery 4 2 2
Tong cong 90 28 60 2

2. Néi dung chi tiét:

Chwong 1: HTML

1. Muc tiéu: Sau khi hoc xong ngudi hoc 6 kha nang:
— Su dung thong thao céc tag co ban trong HTML

2. N¢i dung chwong:

2.1. Bai 1: Gioi thiéu Html va Céc thé co ban

2.1.1. Céc khéi niém co ban

2.1.2. Giéi thiéu khai quat vé Web

2.1.3. Cau trlic tong quat trong mot trang web.

2.1.4. Céc thé Html co ban

2.1.5. Hién thi trang web Ién trinh duyét

2.2. Bai 2: Thé hinh anh, lién két va danh sach

2.2.1. Hinh anh

2.2.2. Chén am thanh

2.2.3. Pia chi lién két

2.2.4. Lién két

2.2.5. Danh sach

2.3. Bai 3: Bang

2.3.1. Gigi thiéu

2.3.2. Tao bang

2.3.3. Cac thugc tinh cua bang

2.3.4. Cac thudc tinh cua cot

2.3.5. Cac thudc tinh cua 6

2.3.6. Céc bang 16ng nhau

Thoi gian: 12 gio
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2.4. Bai 4: Biéu miu
2.4.1. Giéi thiéu biéu mau (Form)
2.4.2. Céc phan tir nhap cua Html
Chuong 2: CSS (STYLE SHEET) Théi gian: 16 gio
1. Muc tiéu: Sau khi hoc xong nguoi hoc 6 kha nang:

— St dung CSS dé dinh dang cac dbi twong trong trang Web. Thiét ké mot Layout
web vo1 HTML va CSS

2. N¢i dung chuwong:
2.1. Bai 5: Téng QUAN CSS
2.1.1. Gidi thiéu
2.1.2. Phan loai
2.1.3. Cac bd chon
2.2. Bai 6: Cac thugc tinh dinh dang co ban
2.2.1. Pinh dang nén trang
2.2.2. binh dang ky tu
2.2.3. Float va Clear
2.2.4. Vi tri (Position)
2.3. Bai 7: M6 hinh hgp trong CSS
2.3.1. Gidi thiéu
2.3.2. Thuoc tinh margin
2.3.3. Thudc tinh padding
2.3.4. Khung vién (Border)
2.3.5. B0 rong (Width)
Chwong 3: JAVASCRIPT Thoi gian: 18 giv
1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢6 kha nang:
—  Sir dung JavaScript dé twong tac véi cac d6i tuong trong trang HTML
2. N¢i dung chwong:
2.1. Bai 8: Téng quan JAVASCRIPT
2.1.1. Gidi thiéu
2.1.2. Khai b&o va str dung javascript vao file html
2.1.3. Cé4c Iénh co ban trong javascript
2.2. Bai 9: Xay dung kich ban bing JAVASCRIPT
2.2.1. Kiéu dit ligu
2.2.2. Bién
2.2.3. Lénh va khéi Iénh trong javascript
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2.2.4. Biéu thirc va toan tir trong javascript
2.2.5. Binh nghia va phan loai biéu thirc
2.2.6. Cau trdc lap trinh
2.2.7. Ham
2.3. Bai 10: Poi twong va su kién trong JAVASCRIPT
2.3.1. Gigi thiéu
2.3.2. Céc dbi tuong
On tap + Kiém tra Thoi gian: 5 gior
Chuong 4: DREAMWEAVER Thot gian: 24 gio
1. Muc tiéu: Sau khi hoc xong ngudi hoc ¢ kha nang:
— Tao va hiéu chinh cac Template
— Sir dung Template dé thiét ké Website
2. N¢i dung chwong:
2.1. Bai 11: Gi¢i thietu DREAMWEAVER
2.1.1. Giéi thiéu va cai dat
2.1.2. Giao dién stir dung Dreamweaver
2.1.3. Tao lap mot website
2.1.4. Binh dang thugc tinh cho trang
2.2. Bai 12: Trang va ndi dung trang
2.2.1. B4 cuc trang web bang table
2.2.2. Xay dyng noi dung trang web
2.2.3. Lién két
2.3. Bai 13: Lam viéc véi CAC FORM
2.3.1. Gidi thiéu
2.3.2. Tao form trong Dreamweaver
2.3.3. Thém céc phan tir trong form
Chwong 5: JQUERY Thoi gian: 15 gio
1. Muc tiéu: Sau khi hoc xong nguoi hoc 0 kha nang:
— S dung JQuery tuong tac v6i cac dbii tugng trong trang HTML
— Tich hop va hiéu chinh cac Plugin Jquery
2. N¢i dung chuong:
2.1. Bai 14: Giéi thiéu vé JQUERY
2.1.1. Gidi thiéu
2.1.2. Thém jquery vao trang web.
2.1.3. Cu phép sur dung jquery.



2.2. Bai 15: Céc selector trong JQUERY
2.2.1. Gidi thiéu
2.2.2. Element selector
2.2.3. Id selector
2.2.4. Class selector
2.2.5. Mot s6 vi du
2.3. Bai 16: Sw kién co ban tron G JQUERY
2.3.1. Gigi thiéu
2.3.2. Cu phap
2.3.3. Cac sy kién co ban
2.4. Bai 17: Hiéu trng co ban trong JQUERY
2.4.1. Gidi thiéu
2.4.2. Cu phap
2.4.3. Ham callback trong jquery
2.4.2. Mot s6 hiéu g co ban
IV. Piéu kién thuc hign mon hec:
1. Phong hoc chuyén mén héa/nha xudng: Phong may tinh.

2. Trang thiét bi may méc: Hé thong may tinh c6 ndi mang va cai dat Bai trinh dich
ngon nglr C/C++, Netsupport School.

3. Hoc liéu, dung cu, nguyén vat liéu: Bang, viét long, USB
4. Céc diéu kién khac: Micro, loa, may lanh, quat.
V. Noi dung va phuwong phap danh gia:
1. No6i dung:
— Kién thuc:

+ Nam viing tong quan vé thiét ké Web, cac budc xay dung mot website trong thuc
te, tir d6 giup cho sinh vién xay dung mot website theo yéu cau thuc tien.

+ Nam viing duoc ngdn ngit HTML cin ban ciing nhu két hop véi css dé tao nén
mot trang web dang chuan.

— Ky¥ nang:

+ St dung thanh thao phan Macromedia Dreamweaver dé xay dung website mot
cach hiéu qua va chuyén nghiép.

+ Cung cap kién thirc javascript dé Iap trinh tao su twong tac giita trang web va
ngudi sir dung.

— Nang luc tu chu va trach nhi¢m:
+ C6 kha nang tu duy ddc lap.

+ C6 kha nang tu tim to1, hoc hoi, tich liiy kinh nghiém.
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2. Phuong phap: thuc hién céac bai kiém tra / bai tap 16n trén 16p, kiém tra cudi ky.
VI. Huéng dian thuc hién mon hoc:
1. Pham vi &p dung mdn hoc: Ap dung cho trinh d9 lién théng cao dang
2. Hwéng din vé phwong phap giang day, hoc tip mén hec:
— Déi véi gido vién, giang vién:
+ Khoi goi long say mé, yéu thich cong viéc lap trinh néi riéng va linh vuc céng
nghé théng tin ndi chung.

+ Khéng ngurng tim toi, hoc hoi va tran trong nhirng thanh qua sang tao trong ky
thuat va cong nghé.

- P6i v6i ngudi hoc:
+ Can cht y rén luyén cach phat biéu y tudng thudt toan trude khi bét tay vao cai dit.
3. Nhitng trong tdm can cha y:

- Nam vitng tong quan vé thiét ké Web, cac budc xay dung mot website trong thuc
te, tir d6 giap cho sinh vién xay dung mot website theo yéu cau thuc tien.

- Nam vimg dugc ngdn nglr HTML cén ban cling nhu két hop voi css dé tao nén mot
trang web dling chuan.

- Sir dyng thanh thao phan Macromedia Dreamweaver dé xay dung website mot cach
hiéu qua va chuyén nghiép.

- Cung cap kién thirc javascript dé 1ap trinh tao sy twong tac gitra trang web va nguoi
su dung.

4. Tai liéu tham khao:

Sach giéo trinh chinh:
- V& Anh Trang, Gio trinh mén Thiét ké web co ban, CDKT Ly Tu Trong, luu hanh ndi bo.
Sach tham khao:

- I\]guyén Truong Sinh, Hudng dan thiét ké trang web twong tac bang JavaScript,
Nha xuat ban Miii Ca Mau.

- L& Minh Hoang, Thiét ké web voi CSS, Nha xuét ban Lao dong — xa hoi.

- Nguyén Truong Sinh, Macromedia Dreamweaver 8 — Phan co ban — tap 1, Nha
xuat ban Lao dong — x& hoi.

- Nguyén Truong Sinh, Flash co ban, Nha xuat ban Lao dong — X4 hoi.
- L& Minh Hoang, Tu hoc thiét ké Web, NXB Lao Bong, 2007.

- Nguyén Truong Sinh, Huéng dan thiét ké trang web twong téc bang JavaScript,
Nha xuat ban Mii Ca Mau.

- L& Minh Hoang, Thiét ké web véi CSS, Nha xuat ban Lao dong — X4 hoi.
5. Ghi chi va giai thich (néu co)
Thanh phé Hoé Chi Minh, ngay — thing  ndm 2019
TRUONG KHOA
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CHUONG TRINH MON HQC

Tén mon hoc: LAP TRINH MANG
Ma& mon hoc: TTC2119
Thoi gian thuc hién mén hec: 75 gio; (Ly thuyét: 43 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)
I. Vi tri, tinh chat ciaa mdn hoc:
— Vi tri: Hoc sau mon hoc Mang may tinh va quan tri mang.

— Tinh chat: La mon hoc ty chon nam trong cac moéon hoc chuyén mon nganh. Mon
hoc nay yéu cau phai co6 kién thirc co ban vé mang may tinh.

Il. Muc tiéu mén hoc:
— Kién thirc:
+ Giai thich duoc co ché giao tiép lién tién trinh.

+ M6 ta dugc qua trinh lam viéc cua cac giao thitc co ban trong mo6 hinh OSI va
TCP/IP

+ MO0 ta dugc mo hinh mang Client/Server .

+ Trinh bay dugc cac I¢énh Java st dung trong 18p trinh mang may tinh.

— K¥ nang:

+ Xay dung duoc cac rng dung mang may tinh co ban.

+ Xay dung duoc cac rng dung phan tan sit dung RPC va RML.

— Nang luc tu chu va trach nhiém:
+C6 ¥ thie tuan tha quy trinh va quy chuén trong 1ap trinh truyén théng mang may tinh
+C6 kha ning ty tim toi, hoc hoi cac thuat toan mg dung truyén thong mang

I11. Noi dung mén hoc:

1. Noi dung tong quat va phan bo thoi gian:

Thai gian (gio)

S0 | Ten cac bai trongmoénhec | Téng | |y Thuc hanh / thuc | kigm
TT tap/ thi nghiém/
bai tap/ thao luan | tra

1 | Chwong 1: Tong quan vé 1ap 8 7 1
trinh truyen théng

s6 | thuyét

1. Co ché giao tiép lién tién trinh | 1 1

2. M6 hinh OSI va TCP/IP 3 3
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Thoi gian (gio)

18_.?_ Tén céc bai trong mén hec T(75|:]g Ly; Igrl;’/ctu?rrllg éitér;;r/c Kidm
sb | thuyet | i tap/ thio luan | tra
3. M@ hinh Client/Server 1 1
4. Céc kiéu kién tric chuong 3 ) 1
trinh
2 Chwong 2: Ngon ngir Java o5 20 5
trong lap trinh mang
1. Téng quan 1 1
2. Ung dung Application 4 4
3. C4c céu trac diéu khién 7 6 1
4. L6p déi twong 6 5 1
5. Stream 3 2 1
6. Thread 4 2 2
3 | Chwong 3: Co ché dwongong- | 15 7 7 1
PIPE
1. PIPE trong Java 8 4 4
2. Echo Service 6 3 3
3. Kiém tra 45 1 1
4 | Chwong 4: SOCKET 15 7 7 1
1. Téng quan 1 1
2. Xay dung trng dung 8 4 4
Client/Server
3. Socket trong Java 5 2 3
4. Kiém tra 45 1 1
5 | Chwong 5: RPC VA RMI 12 2 10
1. RPC 6 1 5
2. RMI 6 1 5
Téng cong 75 43 30 2

2. N@i dung chi tiét:
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Chuong 1: TONG QUAN VE LAP TRINH TRUYEN THONG
Thoi gian: 8 gio (LT: 7 gio; TH: 1 gio)
1. Muc tiéu:
- Trinh bay duoc cic co ché truyén théng trong mang may tinh
- Phan biét dugc cac ché do nghén
- Trinh bay duoc cac loai kién tric chuong trinh
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Co ché giao tiép lién tién trinh
2.2. M6 hinh OSI va TCP/IP
2.3. M6 hinh Client/Server
2.4. Céc kiéu Kién triic chuong trinh
Chuong 2: NGON NGU JAVA TRONG LAP TRINH MANG
Thoi gian: 25 gio (LT: 20 gio; TH: 5 gio)
1. Muc tiéu:
- Trinh bay duoc hai kiéu tng dung trong Java
- Stir dung duoc céac 1énh va ciu tric trong Java
- Str dung dugc céac 16p co ban trong Java
- CO y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Tong quan
2.2. Ung dung Application
2.3. Céc cau trac diéu khién
2.4. Lop ddi tuong
2.5. Stream
2.6. Thread
Chuwong 3: CO CHE PUONG ONG - PIPE
Thoi gian: 15 gio (LT: 7 gio; TH: 7 gio; KT: 1 gio)
1. Muc tiéu:
- St dung duoc Echo Service
- Lap trinh duoc Echo Service bing PIPE
- C6 y thure ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. PIPE trong Java
2.2. Echo service
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2.3. Kiém tra 45
Chuwong 4: SOCKET Thoi gian: 15 gio (LT: 7 gio; TH: 7 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc cac ché do giao tiép socket
- Lap trinh dugc cac trng dung Client/Server sir dung Socket
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Tong quan
2.2. Xay dung ung dung Client/Server
2.3. SOCKET trong Java
2.4, Kiém tra 45’
Chuong 5: RPC VA RMI Thoti gian: 12 gio (LT: 2 gio; TH: 10 gio)
1. Muc tiéu:
- Trinh bay duoc hai co ché RPC va RMI
- Xay dung duoc ung dung phéan tan vai RMI
- Co y thuc tu giac, tinh ky luat cao, tinh than trach nhiém trong coéng viéc
2. No1 dung chuong:
2.1. RPC
2.2. RMI
IV. Piéu kién thuc hi¢n mon hec:
1. Phong hoc chuyén mon hoéa/nha xudong: Phong vi tinh.
2. Trang thiét bi may méc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo y&u cau gido vién
4. Cac diéu kién khéc: Theo yéu cau gi4o vién
V. N¢i dung va phwong phap, danh gia:
1. N6i dung:

- Kién thirc: Pugc danh gia qua bai kiém tra viét, trac nghiém dat dugc cac yéu cau
sau:

+ Cach thuc 1ap trinh mang.

+ Nam bat dugc mot s6 khai niém vé cau lénh, tir khod, ca phap, ddi tugng, su kién
dé xay dung mét so ing dung co ban trong lap trinh mang.

+ C6 kha nang phan tich va xay dung tng dung cho h¢ théng mang dwa trén cac
ngbn ngtr cO kha nang 1ap trinh c6 thé .NET hoac Java.

- K¥ nang: Panh gia k¥ nang thyc hanh cua sinh vién trong bai thuc hanh dat duoc
cac yéu cau sau:
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~+ Sur dung thanh thao cac cong cu lap trinh cua Microsoft (C#, VB.NET) hodc
Java @¢ lap trinh mang.

+ Thiét ké, lap trinh duoc mot éng dung dudi dang Service, Web, System
Network dé bao mat, giam sat mang

- Nang luc tu chua va trach nhiém:
+ C6 kha nang tuy duy doc lap.
+ C6 kha ndng tu tim to1, hoc hoi, tich liiy kinh nghiém
2. Phuong phap: Thuc hién céc bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng din thuc hign moén hoc:
1. Pham vi &p dung mdn hoc: Ap dung cho trinh do lién théng cao dang.
2. Hwéng din vé phwong phap giang day, hec tap mén hoc:
- Bdi véi gi4o vién, giang vién:
+ Giai thich céc toan tu, cau Iénh, cac 1op.
+ Trinh bay day du cac Iénh trong noi dung bai hoc.
+ St dung phuong phéap phat van.
+ Cho sinh vién thyc hién cac cau lénh trén may tinh va dit cac cau hoi dé sinh vién
tra loi.
+ Phan nhém cho céc sinh vién thuc hién tinh toan trén may tinh.
- B6i v6i ngudi hoc:
+ Sinh vién trao d6i vai nhau, thuc hién cac bai thyc hanh va trinh bay theo nhom.
+ Thuc hién céc bai tap thuc hanh dugc giao.

3. Nhiing trong tdm can chi y: Gido vién trudc khi giang day can phai can cir vao ndi
dung cua tirng bai hoc chuan bi day du cac diéu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai liéu tham khao:

[1] Ngd Ba Hung, Nguyén Cong Huy, Gio trinh 1ap trinh truyén thong, Giao thdng
van tai

[2] H6 Trong long, Nguyén Duy Hoang My, Nhap mén 1ap trinh Java, Nha xuét ban
Théng ké

[3] Pham Phuong Thanh, Nguyén Thanh Tuan, Tha Thuat lap trinh Java, Nha xuat
ban giao thong van Tai

5. Ghi chu va giai thich (néu co):
Thanh phé Hé Chi Minh, ngay — thing — ndam 2019
TRUONG KHOA
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CHUONG TRINH MON HQC

Tén moén hec: KY THUAT HACK

Ma mén hoc: TTC2132
Thoi gian thuc hién mén hec: 75 gio; (Ly thuyét: 13 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 60 gio; Kiém tra: 2 gio)
I. Vi tri, tinh chat ciaa mdn hoc:
— Vi tri: Hoc sau mon hoc Mang may tinh va quan tri mang.

— Tinh chat: La mon hoc bat budc nam trong cac moén hoc chuyén moéon nganh. Mon
hoc nay yéu cau phai co6 kién thirc co ban vé mang may tinh.

Il. Muc tiéu mén hoc:
— Kién thuec:
+ Trinh bay duoc quy trinh hack co ban.

+ Trinh bay dugc cac khai niém, co ché Hack, k¥ thuat hack Footprinting, Scanning,
Enumeration va System Hacking.

+ Trinh bay duoc cac ki thudt phong chdng.

— Ky nang:
+ Thuc hi¢n dugc cac ky thuat Hack Footprinting, Scanning va System Hacking.
+ Thuec hién duoc cac ky thuit phong chéng

— Nang luc tu chu va trach nhiém:
+ Coy thirc tuan thii quy trinh va quy chuan trong bao mat hé thong
+ C6 kha nang tu tim to1, hoc hdi cac k¥ thuat bao mat hién dai

I11. Noi dung mén hoc:

1. Noi dung tong quat va phan bo thoi gian:

Thoi gian (gio)

So

T1| Teéncicbaitrongménhec | Téng | Ly | Thwchanh/thuc [ igm

tap/ thi nghiem/
bai tap/ thao luan | tra

1 | Chwong 1: Tong quan vé Ky 21 4 17
thuat Hack

s6 | thuyét

1. Khai niém Hack 1.5 0.5 1
2. Cac thuét ngir can ban 15 0.5 1
3. Phén loai Hack 1.5 0.5 1
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Thai gian (gio)

50 1 Ten cac bai trong mén hgc | Téng ; Thuc hanh /thuc | iém
TT : Ly R . o
p thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | tra

4. Quy trinh tan cdng hé théng 3 1 2

5. Nhiing kién thirc cn ban mot | 2.5 0.5 2

Hacker can biét

6. Mot vai vi du 11 1 10
2 Chuong 2: Footprinting 14 2 11 1

1. Gi6i thigu 0.5 0.5

2. Co ché footprinting 15 0.5 1

3. Bai tap thyc hanh 11 1 10

4. Kiém tra 45 phuat 1 1
3 | Chwong 3: Scanning 13 2 11

1. Gigi thieu 05 | 05

2. Co ché Scanning 2 1 1

3. Bai tap thuc hanh 10.5 0.5 10
4 | Chwong 4: Enumeration 16 3 12 1

1. Giéi thiéu vé Enumeration 0.5 0.5

(List k&)

2. Cac phuong phap 15 05 1

Enumeration

3. Céc bién phap phong chéng 2 1 1

Enumeration

4. Mot sb vi du Vé trién khai 11 1 10

Enumeration

5. Kiém tra 45 phat 1 1
5 | Chuong 5: System Hacking 11 2 9

1. Gi6i thieu 1 1

2. Co ché System Hacking 2 1 1

4. Bai tap thyuc hanh 8 8

Téng cong 75 13 60 2
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2. Ndi dung chi tiét:
Chwong 1: TONG QUAN VE KY THUAT HACK
Thoi gian: 21 gio (LT: 4 gio; TH: 17 gio)
1. Muc tiéu:
- Trinh bay duoc khai niém vé Hack, muc dich nghién ctu cac ki thuat Hack
- Phéan biét duoc cac k¥ thuat Hack
- Trinh bay duoc cac kién thirc can ban ciia mot Hacker can phai biét
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Khai niém Hack
2.2. Cac thuat ngir can ban
2.3. Phéan loai Hack
2.4. Quy trinh tan cdng hé théng
2.5. Nhitng kién thic can ban mot Hacker can biét
2.6. Mot vai vi du
Chwong 2: FOOTPRINTING Thoi gian: 14 gio (LT: 2 gio; TH: 11 gio, KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc khai niém vé k¥ thuat Footprinting
- Trinh bay duoc co ché cua Footprinting
- Str dung duoc céc 1énh va cac phan mém hd trg thuc hanh.
- C6 y thurc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Giéi thiéu
2.2. Co ché Footprinting
2.3. Bai tap thuc hanh
2.4. Kiém tra 45 phat
Chuwong 3: SCANNING Thoi gian: 13 gio (LT: 2 gio; TH: 11 gio)
1. Muc tiéu:
- Trinh bay duoc khai niém vé k¥ thuat Scanning
- Trinh bay duoc co ché ciia Scanning
- Str dung duoc céc 1énh va cac phan mém hd tro thuc hanh.
- C6 y thure ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Giéi thiéu
2.2. Co ché Scanning
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2.3. Bai tap thuc hanh
Chuong 4: ENUMERATION Thoi gian: 16 gio (LT: 3 gio; TH: 12 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay dugc khai niém vé Enumeration.
- Thyc hién duoc k¥ thuat Enumeration.

- Thyc hién dugc cic phuong phap Enumeration va bién phap phong chdng
Enumeration

- Thyc hién duoc cac thao tac an toan voi may tinh.
2. No1 dung chuong:
2.1. Gigi thiéu vé Enumeration (Liét k&)
2.2. Cac phuong phap Enumeration
2.3. C4c bién phap phong chéng Enumeration
2.4. Mot s6 vi du vé trién khai Enumeration
2.5. Kiém tra 45 phat
Chwong 5: SYSTEM HACKING Thot gian: 11 gio (LT: 2 gio; TH: 9 gio)
1. Muc tiéu:
- Trinh bay duoc khai niém vé ki thuat System Hacking
- Trinh bay duoc co ché cua System Hacking
- Str dung duoc céc 1énh va cac phan mém hd trg thuc hanh.
- C6 y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Giéi thiéu
2.2. Co ché System Hacking
2.3. Bai tap thuc hanh
IV. Piéu kién thuc hién mén hec:
1. Phong hoc chuyén mén hoa/nha xuong: Phong vi tinh.,
2. Trang thiét bi may maéc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo yéu cau gi4o vién
4. Cac diéu kién khac: Theo yéu cau gido vién
V. N¢i dung va phwong phap, danh gia:
1. N6i dung:
- Kién thire: Puoc danh gia qua bai kiém tra viét, tric nghiém dat duoc cac yéu cau sau:

+ Thuc hanh dugc cac ky thuat Hack da hoc
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+ Nim bit duoc cac khai niém va co ché cua cac ky thuat Footprinting, Scanning
va System Hacking

+ C6 kha nang phan tich 16i va phong chéng Hack

- K¥ nang: Panh gia ky nang thuc hanh cua sinh vién trong bai thuc hanh dat dugc
CAC Y8u cau sau:

+ Sir dung thanh thao cac céng cu lap trinh hé trg k§ thuat Hack
+ Phong chdng Hack
- Nang luc tu chu va trach nhiém:
+ C6 kha nang tu duy doc lap.
+ C6 kha nang tu tim t01, hoc héi, tich liiy kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng din thuc hién mon hec:
1. Pham vi &p dung mdn hoc: Ap dung cho trinh do liém thong cao dang
2. Hwéng din vé phwong phap giang day, hec tap mén hoc:
- Pdi voi gido vién, giang vién:
+ Giai thich khai niém, co ché.
+ Trinh bay day du kién thic trong noi dung bai hoc.
+ St dung phuong phap phat van.
+ Cho sinh vién thuc hién cac cau Iénh trén may tinh va dit céc cau hoi dé sinh vién
tra loi.
+ Phan nhom cho cac sinh vién thuc hién cac bai thuc hanh trén may tinh.
- Bdi voi ngudi hoc:
+ Sinh vién trao d6i v&i nhau, thuc hién cac bai thuc hanh va trinh bay theo nhém.
+ Thuc hién céc bai tap thuc hanh duoc giao.

3. Nhirng trong tdm can chd y: Giao vién trude khi giang day can phai can ctr vao noi
dung cua tirng bai hoc chuan bi diy du cac diéu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai liéu tham khao:
[1] Certified Ethical Hacker (CEH v9), Eccouncil University .

[2] Man Young Rhee, Wilay, Internet Security - Cryptographic Principles,
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Algorithms and Protocols

[3] William Stallings, Network Security Essentials: Applications and Standards,
Prentice Hall, New Jersey

[4] William Stallings, Network Security Essentials
[5] Wasim.E. Rajput. Commerce Systems-Architecture & Application

[6] Douglas R. Stinson, Cryptography Theory and Practice, University of Nebraska-
Lincoln

[7] Andrew S. Tanenbaum, Computer Networks, Prentice Hall, New Jersey,
Fourth Edition
5. Ghi chi va giai thich (néu co):
Thanh phé Hé Chi Minh, ngay — thing — ndam 2019
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén moén hec: PO AN QUAN TRI MANG TREN LINUX
Ma mén hec: TTC2133
Thoi gian thuc hién mon hoc: 45 gio; (Ly thuyét: 0 gid; Thuc hanh, thi nghiém, thao
luan, bai tap: 45 gio; Kiém tra: 0 gio)
I. Vi tri, tinh chét ciia mén hoc:

— Vi tri: Mon hoc dugc bo tri sau khi nguoi hoc xong cdc mon hoc chung va cac mon
thuoc moén hoc co so.

— Tinh chat: La mén hoc bat budc. Xay dyng mo hinh mang thuc té nang cao trén
nhi€u hé di€u hanh, dich vy mail va bao mat mang.

I1. Muc tiéu mon hoc:
— Kién thirc:
+ Xac dinh dwgc muc dich, yéu cau cua chu dé can nghién ctru
+ Xac dinh dugc pham vi, phuong phap nghién ctru
+ Hoc hoi duoc cac kién thirc lién quan théng qua nghién ciru tai lidu
— K¥ nang:
+ Lap duoc ké hoach nghién ctru
+ Phan tich dugc yéu cau
+ Thiét 1ap, cai dit, cAu hinh dugc hé thong theo yéu cau
+ Khic phuc duoc cac su cd hé théng
+ Phan tich, danh gia duogc két qua thyc hién
+ Viét duoc bao cao két qua nghién ctru
— Nang lyc ty chu va trach nhiém:

+ Sinh vién c6 thai do nghiém tac, ti mi, sang tao trong nghién ctru va thyc hién
cong viéc.

+ Co y thuc tuan thu quy trinh va an toan mang may tinh.
ITI. Noi dung mon hoc:

1. N§i dung tong quat va phan bo thai gian:

Thoi gian
S6 .
T Tén chwong, muc Téng Ly T;Ql,l’/ctpl?rrl]h r/]itAr;:%r/c Kidm
sé | thuyét | 2P/ thingniem tra
bai tap/ thao luan
1 |Téng quan vé Iy thuyét lien| 9 0 9 0
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Thoi gian
Sb :
A 2 . Thuwc hanh / thwc .z
Tén chwong, muc 5 te o Uy 3
TT 8 ngg thIL_Jyét tap/ thi nghiém/ Ii':’:q
YEU'! bai tap/ thao luan
quan
2 | Xay dung mé hinh mang 9 0 9 0
3 Cal_ dat va cau hinh cac dich vu 9 0 9 0
mail server
4 C?,I cIAat va cau hinh an toan cho 9 0 9 0
hé thong mang
5 Klfm tra, danh gid an toan hé 9 0 9 0
thong
Téng cong 45 0 45 0

2. Noi dung chi tiét:
Phan 1: TONG QUAN VE LY THUYET LIEN QUAN  Thai gian: 9 gio (TH: 9 gio)
1. Muc tiéu:
— Trinh bay duoc cac 1y thuyét lién quan v&i mé hinh mang
— Trinh bay duoc yéu ciu ctia md hinh mang
— Xay dung duoc ké hoach thiét 1ap m6 hinh mang
— C6 thai d6 céan than ti mi, khoa hoc, sang tao.
2. N6i dung phan:
2.1. Khdo sat va phan tich cac mé hinh mang thuc té
2.2. Banh gia cdc mo hinh mang da khao sat
2.3. Lua chon md hinh mang thich hgp cho doanh nghiép
2.4. Phan tich yéu cu ctia md hinh mang trong doanh nghiép
2.5. Lap ké hoach, chuan bj tién hanh thiét 1ap mo6 hinh mang
2.6. Nghién ctru cac cong cu hd trg dé thiét 1ap mo hinh mang
Phan 2: XAY DUNG MO HINH MANG Thoi gian: 9 gio (TH: 9 gio)
1. Muc ti€u:
— Su dung duogc cac thiét bi va cong cu dé xay dung m6 hinh mang
— Xay dung dugc mé hinh mang theo yéu ciu
— Cai dat duoc cac thanh phan trong hé thong mang (IP, OS, LDAP...)
— (Co thai d6 tich cuc sang tao, tinh than 1am viéc doc 1ap va hop tac cao.

2. Noi dung phan:
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2.1. Chon lwa cach thirc thiét 1ap (thiét bi that hay gia 1ap)

2.2. Chon lya cic cong cu hd tro lién quan

2.3. Chuan bj c4c thiét bi mang, phuong tién truyén din theo yéu cau
2.4. Thiét ké m6 hinh mang

2.5. Xay dung mo6 hinh mang trén Linux

2.6. Cai dat, cau hinh cac dich vu ha tang ing dung mang theo yéu cau (DNS, DHCP,
Routing, NAT, VPN, Web, File...)

Phéan 3: CAI PAT VA CAU HINH CAC DICH VU MAIL SERVER
Thoi gian: 9 gio (TH: 9 gio)
1. Muc tiéu:
— Trinh bay dugc nguyén ly hoat dong cua dich vu mail server
— Lua chon duogc hé théng mail server phu hgp v6i mé hinh mang
— Cai dat, cAu hinh dugc hé théng mail server cho doanh nghiép
— (¢ thai d6 tich cuc, chu dong sang tao.
2. Noi dung phan:
2.1. Lua chon hé théng mail server
2.2. Cai dat h¢ théng mail server
2.3. Céu hinh hé théng mail server theo yéu cau doanh nghiép
2.4. Kiém tra, khic phuc 16i va t6i vu hoa hé théng mail server
Phan 4: CAI PAT VA CAU HINH AN TOAN CHO HE THONG MANG
Thoi gian: 9 gio (TH: 9 gio)
1. Muc tiéu:
— Trinh bay duoc nguyén Iy bao mat hé thong mang
— Cai dit, cau hinh duoc cac dang firewall
— Thiét 1ap duoc cac chinh sach bao mat theo yéu cau doanh nghiép
— (€0 thai d6 tich cuc, chu dong sang tao.
2. Noi dung phan:
2.1. Cai dat va cu hinh firewall
2.2. Thiét 1ap céc chinh sach bao mat
2.3. Bao mét cac dich vu mang (Web, Mail...)
2.4. Backup va Restore cho hé thong
Phan 5: KIEM TRA, PANH GIA AN TOAN HE THONG
Thoi gian: 9 gio (TH: 9 gio)
1. Muc tiéu:

— Str dung duoc cac cong cu giam sat hé thdng mang
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Str dung dugc cac cong cu danh gia hé thdng mang

Kiém tra va danh gia dugc hi¢u qua va an toan h¢ thong mang

Viét duoc bao cao

— C6 thai d6 nghiém tic, can than, ti mi.
2. Noi dung phan:
2.1. Str dung cic cong cu giam sat hé théng mang
2.2. Str dung cac cong cu danh gia hé thong mang
2.3. Thong ké va danh gia hiéu qua va an toan hé théng mang
2.4. Viét bio cao
IV. Piéu kién thuc hign mon hec:

1. Phong hoc chuyén mén héa/nha xudng: Phong thuc hanh may tinh c6 két néi
Internet. C4c thiét bi, phan mém, cdng cu ho tro dé thiet lap, cai dat, cau hinh, gidm sét,
bao mat...

2. Trang thiét bi may moc: May tinh, may chiéu va céac thiét bi mang dé huéng dan
sinh vién.

3. Hoc liéu, dung cu, nguyén vat liéu: Bang, viét 16ng, USB, vat tu thuc tap mang.

4. Cac diéu kién khac: Micro, loa, quat.
V. Noi dung va phuwong phap danh gia:

1. Noi dung:

— Kién thuc:

+ Trinh bay dugc cac khai niém, nguyén 1y hoat ddng cua cac dich vu mang trong
mo hinh.

+ Lya chon duogc cac ung dung, cong cu hd tro mang hop 1y
+ Panh gia dugc hiéu suit va mirc do an toan hé théng mang
— K¥ nang:
+ Thiét 1ap duoc hé théng mang theo dung yéu cau cua doanh nghiép
+ Cai dat, cAu hinh duoc: TP, OS, dich vu ha t?mg mang, dich vu rng dung mang...
+ Kiém tra, danh gia va khic phuc duoc cac su cd phat sinh
+ Tdi vu duoc hé théng mang, gidm thoi gian downtime, Backup va Restore
+ Viét bao cdo va trinh bay dugc cac cong viéc thuc hién
— Nang lyc ty chu va trach nhi¢m:
+ C6 y thirc tw nghién ctru, tiép can mo hinh doanh nghiép thuc té.
+ C¢ y thure tuan thu quy trinh va an toan lao dong

2. Phuong phap: Kiém tra danh gia thuong xuyén, dinh ky. Panh gia cudi ky (hoan
thanh va bao vé do an)
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VI. Huéng dian thuc hién mon hoc:
1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 lién thdng cao diang
2. Hwéng din vé phwong phap giang day, hoc tip mén hec:
— Péi vé6i gido vién, giang vién:

+ Giang vién chuan bi dé tai cho sinh yién chon. Chuan b1 va gioi thiéu cac mo
hinh mang va cac tai liéu lién quan. Huong dan sinh vién lam d€ cuong, nghién ctru va
dinh huéng nghién clru cua sinh vién. Theo Theo doi ti€én do va ki€ém tra dinh ky nghién
ctru cua sinh vién.

— Déi v6i ngudi hoc:
+ Dé xuat dé tai minh mudn nghién ctru cho giang vién. Xay dung dé cuong, tién
d6 thyc hién. Thyc hién nghién ciru ding tién do va yéu cu cua giang vién.
3. Nhirng trong tdm can chu y:

+ Xay dung mo hinh mang doanh nghiép trong thuc té

+ Thiét lap duogc h¢ théng mang

+ Cai dat, cAu hinh duoc cac dich vu mang trong mo hinh

+ Thiét lap duoc hé théng an toan cho hé théng mang

+ Giam sat va danh gia hé théng mang

+ T6i wu hoa va dé xudt cac giai phap cai tién

4. Tai liéu tham khao:

[1] MCTS Self-Paced Training Kit (Exam 70-642): Configuring Windows Server
2008 Network Infrastructure

[2] Cisco Internetworking Basic — Cisco Press
[3] Red Hat Enterprise Linux Deployment Guide
[4] LPIC-1 Linux Professional Institute Certification , Roderick W. Smith.

[5] Nick Galbreath, Cryptography for Internet and Database Application, Wiley
Publishing

[6] MCTS Self-Paced Training Kit (Exam 70-157): Install and Configure Forefront
Threat Management Gateway

[7] Certified Ethical Hacker (CEH v9), Eccouncil University
5. Ghi chi va giai thich (néu cé):

Thanh phé Hé Chi Minh, ngay — thing  ndm 2019
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén moén hec: XAY DUNG HA TANG MANG
Ma mén hec: TTC2120
Thoi gian thwc hién mén hec: 90 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 60 gio; Kiém tra: 2 gio)
I. Vi tri, tinh chat ciaa mdn hoc:
— Vi tri: Hoc sau mon hoc Mang may tinh va quén tri mang.

— Tinh chat: La mon hoc ty chon ndm trong cdc mdén hoc chuyén moén nganh. Mon
hoc nay yé€u cau phai ¢ kién thirc co ban vé mang may tinh.

Il. Muc tiéu mén hoc:
— Kién thuc:

+ Trinh bay duoc cac tinh niang cta 10S: cach xiy dung bang dinh tuyén, Path
Determination va Wwitching cia router Cisco

+ Trinh bay dugc cac k¥ thuat ACL, VLAN, NAT/PAT, STP cua router Cisco
— K¥ nang:
+ Cai dat duoc hé diéu hanh 10S cua router Cisco
+ Thiét lap va trién khai cac dich vu co béan trén router Cisco
— Nang lyc ty chu va trach nhi¢m:
+ Co6 y thure tuan thu quy trinh va an toan trong qua trinh lam viéc
+ C6 kha nang tu tim to1, hoc hoi, tich Iy kinh nghiém tir thuc té
I11. Noi dung mén hoc:

1. Noi dung tong quat va phin bo thoi gian:

Theoti gian (gio)
0 | Ten cac bai trong mon hec | Téng Ly | rhwchanh/thuc | iém
TT ¢ | thuvét | AP/ thi nghigm/
50 YU bai tap/ thao lugn | tra
Bai 1: Gidi thiéu routing va 3 3
1 i
packet forwarding
9 Bai 2: Layer 2 switching & 14 4 10
virtual lan
3 Bai 3: Distance vector routing 15 5 10
protocol
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Thoi gian (gio)
'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh / thue | kigm
. thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | tra
4 Bai 4: Link-state routing 15 4 10 1
protocol
5 Bai 5: Quan ly traffic vai access 14 4 10
list
5 Bai 6: Cau hinh tinh nang nang 15 4 10 1
cao cua Cisco 10S
v Bai 7: Tyién khai high vailability 14 4 10
cho ha tang mang
Téng cong 90 28 60 2

2. Noi dung chi tiét:
Bai 1: Gigi thiéu routing va packet forwarding
1. Muc tiéu:

Thot gian: 3 gio (LT: 3 gio)

- Trinh bay dugc céch tinh nang co ban cua router Cisco

- Trinh bay duoc nguyén 1y tim duong di t6i wu

- C6 y thurc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc

2. No1 dung chuong:

2.1. Giai thi¢u
2.1.1. Xay dung bang dinh tuyén
2.1.2. Path Determination va Switching
2.1.3. Packet Fields va Frame Fields
2.1.4. Puong di tot nhat va Metric
2.1.5. Equal Cost Load Balancing
2.1.6. Path Determination
2.1.7. Switching

2.2. Static Routing
2.2.1. Muc dich va ct phap 1énh ip route
2.2.2. C4u hinh Static Route

2.3. Dynamic Routing
2.3.1. Giai thiéu Dynamic Routing
2.3.2. Phan loai Dynamic Routing Protocols
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2.3.3. Metrics
2.3.4. Administrative Distances
2.4. VLSM va CIDR
Bai 2: LAYER 2 SWITCHING & VIRTUAL LAN
Thoi gian: 14 gio (LT: 4 gio; TH: 10 gio)
1. Muc tiéu:
- Trinh bay duoc nguyén tic hoat dong cua VLAN va STP.
- C4u hinh dwgc VLAN va STP.
- C6 y thue ty giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. Noi dung chuong:
2.1. Chuc nang cua Switch Layer 2
2.2. Spanning Tree Protocol (STP)
2.3. VLAN
2.4. VLAN Trunking Protocol
Bai 3: DISTANCE VECTOR ROUTING PROTOCOL
Thoti gian: 15 gio (LT: 5 gio; TH: 10 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly hoat dong cta RIP va EIRP
- Cau hinh duoc RIP va EIRP.
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Distance Vector Routing Protocol
2.2. RIP Version 1
2.3. RIP Version 2
2.4. EIGRP
Bai 4: LINK-STATE ROUTING PROTOCOL
Thoi gian: 15 gio (LT: 4 gio; TH: 10 gio; KT; 1 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly hoat dong cua Link-State va OSPF
- Cau hinh dwoc OSPF
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Link-state routing protocol
2.2. OSPF
Bai 5: QUAN LY TRAFFIC VOI ACCESS LIST Thoi gian: 14 gio (LT: 4 gio; TH: 10 gio)
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1. Muc tiéu:
- Trinh bay duoc nguyén tic hoat dong cia ACL
- Céu hinh duoc ACL
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Gidi thiéu Access Control List (ACL)
2.2. Standard Access Lists
2.3. Extended Access Lists
2.4. Named Access Lists
Bai 6: CAU HINH TINH NANG NANG CAO CUA CISCO 10S
Thoi gian: 15 gio (LT: 4 gio; TH: 10 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc nguyén tic hoat dong cia NAT, PAT, DHCP va CDP
- C4u hinh duoc NAT, PAT, DHCP va CDP
- Co y thuc tu giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. Noi dung chuong:
2.1. Cau hinh NAT va PAT
2.2. Cau hinh DHCP
2.3. Cau hinh CDP
Bai 7: TRIEN KHAI HIGH AVAILABILITY CHO HA TANG MANG
Thoi gian: 14 gio (LT: 4 gio; TH: 10 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly hoat dong cuia HSRP, VRRP va EtherChannel
- CAu hinh duoc HSRP, VRRP va EtherChannel
- C6 y thuc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Tong quan vé High Availability(HA) cho ha ting mang
2.2. Trién khai HSRP
2.3. Trién khai VRRP
2.4. Trién khai EtherChannel
IV. Piéu kién thuc hién mén hec:
1. Phong hoc chuyén mon héa/nha xuong: Phong vi tinh.
2. Trang thiét bi may méc: May tinh, Internet, cac phan mém hd tro.

3. Hoc liéu, dung cu, nguyén vat liéu: Theo yéu cau giéo vién
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4. Cac diéu kién khac: Theo yéu ciu gido vién
V. Ngi dung va phwong phap, danh gia:
1. Noi dung:
- Kién thire: Puoc danh gia qua bai kiém tra viét, trac nghiém dat duoc cac yéu cau sau:
+ Nam bt duoc cac khai niém va nguyén tic hoat dong cua loT.
+ C6 kha nang phan tich va 1ap trinh tng dung loT.

- K¥ nang: Panh gia k¥ nang thyc hanh cua sinh vién trong bai thyc hanh dat dugc cac
yBU Cau sau:

+ Lap trinh ké hoach xay dung ung dung loT.
+ Chon c4c thiét bj va cac ham thu vign can thiét
+ Lap trinh va van hanh ung dung loT.
—Nang lyc ty chu va trach nhi¢m:
+ C6 kha ndng ty duy doc lap.
+ C6 kha ndng tu tim to1, hoc hoi, tich liiy kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Hwéng din thuc hiégn mon hoc:
1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 lién thdng cao dang
2. Hwéng din vé phwong phap giang day, hoc tip mén hoc:
- Bdi véi gido vién, giang vién:
+ Giai thich cac khai niém lién quan dén cac thanh phan trong router Cisco.
+ Huéng dan va lam mau cac quy trinh, quy dinh thuc hién
+ Sir dung phuong phap phat van.
+ Cho sinh vién thuc hién thuyét trinh va dat cac cau hoi dé sinh vién tra 1oi.
+ Phan nhom cho cac sinh vién thuc hién cac bai thuc hanh trén may tinh.
- DPi véi ngudi hoc:
+ Sinh vién trao d6i v&i nhau, thuc hién cac bai thuc hanh va trinh bay theo nhém.
+ Thuc hién céc bai tap thuc hanh duoc giao.

3. Nhitng trong tdm can chd y: Giao vién trude khi giang day can phai can ctr vao noi
dung cua tirng bai hoc chuan bi diy du cac diéu kién thuc hién bai hoc dé dam bao chat
lugng giang day.
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4. Tai li¢u tham khao:
[1] Andrew S .Tanenbaum, Computer Networks, Prentice Hall, 5th Edition

[2] James F. Kurose & Keith W. Ross, Computer Networking A Top-Down Approach,
Pearson Education, 6th Edition.

5. Ghi chu va giai thich (néu c6):

Thanh phé Hé Chi Minh, ngay — thing  nam 2019
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HOQC

Tén moén hec: PHAT TRIEN UNG DUNG loT

Ma mén hec: TTC2003
Thoi gian thwc hién mén hec: 90 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 60 gio; Kiém tra: 2 gio)
I. Vi tri, tinh chat ciaa mdn hoc:
— Vi tri: Hoc sau mon hoc Mang mdy tinh va quén tri mang.

— Tinh chat: La mon hoc ty chon ndm trong cdc mdén hoc chuyén moén nganh. Mon
hoc nay yé€u cau phai ¢ kién thirc co ban vé mang may tinh.

Il. Muc tiéu mén hoc:
— Kién thuc:
+ Trinh bay dugc cac thanh phan chinh trong hé thdng IoT
+ Trinh bay dugc céc cac tidu chuan, thong sb k¥ thuat cia cac mach tmg dung IoT
— K¥ nang:
+ Lap trinh dugc cac ing dung IoT co ban
+ St dung dugc céc server dé két ndi, didu khién tir xa
+ Phat trién ¥ tuong dé xay dung duoc cac san phan phuc vu cudc séng
— Nang lyc ty chu va trach nhi¢m:
+ Co y thirc tuan thi quy trinh va quy chuan va an toan hé thong IoT
+ C6 kha nang tu tim to1, hoc hoi, tich Iy kinh nghiém ttr thuc té
I11. N§i dung mon hoc:

1. Noi dung tong quat va phén bo thoi gian:

Thoi gian (gio)
0 | Ten cac bai trong mon hec Téng | Ly | Thuchanh/thuc | kiém
TT < | thovét | tap/ thi nghiem/
S0 YEU| bai tap/ thao luan | tra
1 | Bai 1: Kién thirc co ban 2 2
2 | Bai 2: Ung dung co ban 8 2 6
3 | Bai 3: ESP8266 WiFi 11 2 9
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Thoi gian (gio)
50 1 Ten cac bai trongménhec | Tong | |y Thuc hanh /thuc | iém
TT Y. | tap/ thi nghiem/
A thuyét N A > : A tra
50 bai tap/ thao luan
Bai 4: Dy an doc cam bién
4 DHT11 12 3 d
5 | Bai 5: Cac ché do cdu hinh WiFi | 13 3 9 1
Bai 6: MQTT (Message Queuing
6 10 4 6
Telemetry Transport)
7 | Bai 7: Websocket 13 4 9
Bai 8: Firmware update over the
8 | . 10 4 6
air (FOTA)
9 | Bai 9: Cheatsheet 11 4 6 1
Tong cong 90 28 60 2
2. Ndi dung chi tiét:
Bai 1: Kién thirc co ban Thoi gian: 2 gio (LT: 2 gio)
1. Muc tiéu:

- Trinh bay dugc céng dung cua cac chip va cong cu sir dung trong loT.
- Lwa chon dugc céc chip va céng cu trong loT
- C6 y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Internet Of Things (1oT)
2.2. ESP8266
2.3. Arduino la gi?
2.4. Node.js
2.5. Sublime Text
2.6. Cai dat va chuan bi
Bai 2: Ung dung co ban Thoi gian: 8 gio (LT: 2 gio; TH: 6 gio)
1. Muc tiéu:
- Trinh bay duoc ciu tric ma ngudn.
- Str dung dugc cac ma ngudn va man hinh OLED

79




- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Chop tat bong LED
2.2. OLED
Bai 3: ESP8266 WiFi Thoi gian: 11 gio (LT: 2 gio; TH: 9 gio)
1. Muc tiéu:
- Trinh bay duoc ciu tao va hoat dong cia ESP8266
- Ap dung duoc cac chire ning cua ESP8266.
- C6 y thue ty giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. Noi dung chuong:
2.1. Ché do WIiFi Station
2.2. HTTP Client
2.3. Ché do WiFi Access Point
2.4. Web Server
2.5. Trao doi dit liéu giita 2 ESP8266
Bai 4: Dw 4n doc cam bién DHT11 Thot gian: 12 gio (LT: 3 gio; TH: 9 gio)
1. Muc tiéu:
- Trinh bay duoc quy trinh thuc hién duy &n DHT11
- Ung dung duoc DHT11
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Thiét ké ang dung
2.2. Server Nodejs
2.3. Code ESP8266
2.4. Ung dung mo rong
Bai 5: Cac ché dd cau hinh WiFi  Thoi gian: 13 gio (LT: 3 gio; TH: 9 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc c4c tiéu chuan va phuong phap két ni WiFi
- Ap dung duogc céc ung dung két ndi WiFi
- C6 y thuc ty gic, tinh Ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Smartconfig
2.2. WPS
2.3. Wifi Manager
Bai 6: MQTT (Message Queuing Telemetry Transport)
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Thoi gian: 10 gio (LT: 4 gio; TH: 6 gio)
1. Muc tiéu:
- Trinh bay duoc cac thudc tinh va théng sé ki thuat cia MQTT
- Ung dyng duoc QMTT
- C6 y thue ty giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Publish, subscribe
2.2. QoS
2.3. Retain
2.4. LWT
2.5. MQTT Client
2.6. MQTT Broker
Bai 7: Websocket Thot gian: 13 gio (LT: 4 gio; TH: 9 gio)
1. Muc tiéu:
- Trinh bay duoc cac yéu cau két néi Web Socket
- Viét duoc chuong trinh cho ESP8266 nhu Web Socket Client/Server
- C6 y thuc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Str dung ESP8266 nhu Websocket Server
2.2. Str dung ESP8266 nhu Websocket Client
Bai 8: Firmware update over the air (FOTA)
Thoi gian: 10 gio (LT: 4 gio; TH: 6 gio)
1. Muc tiéu:
- Trinh bay duoc cac cach cap nhat firmware
- Cap nhat va khic phuc duoc sy ¢b firmware.
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Cap nhat firmware tur xa
2.2. OTA st dung Arduino IDE
2.3. Cap nhat Firmware dung Web Browser
2.4. HTTP Server
2.5. Node.js OTA Server
Bai 9: Cheatsheet Thoi gian: 11 gio (LT: 4 gio; TH: 6 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc bd thu vién ngdn ngir C
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- Tra ctru duoc cac ham sir dung trong Arduino
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Arduino - ESP8266 Cheatsheet
2.2. C - Cheatsheet
IV. Piéu kién thuc hign mon hec:
1. Phong hoc chuyén moén hoéa/nha xuong: Phong vi tinh.,
2. Trang thiét bi may méc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo yéu cau giéo vién
4. Cac diéu kién khac: Theo yéu cau gido vién
V. Noi dung va phwong phap, danh gia:
1. No6i dung:

- Kién thire: Puoc danh gia qua bai kiém tra viét, trac nghiém dat dugc cac yéu cau
sau:

+ Nam bt duoc cac khai niém va nguyén tic hoat dong cua loT.
+ C6 kha nang phan tich va 1ap trinh tng dung loT.

- Ky néng: Danh gia k¥ nang thuc hanh cua sinh vién trong bai thyc hanh dat duoc
cac yéu cau sau:

+ Lap trinh ké hoach xay dung tung dung loT.
+ Chon céc thiét bi va cac ham thu vién can thiét
+ Lap trinh va van hanh tng dung loT.
— Nang luc tu chu va trach nhiém:
+ C6 kha nang tu duy doc lap.
+ C6 khd ndng tu tim to1, hoc hoi, tich liiy kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap lon trén 16p, kiém tra cudi ky.
VI. Huéng din thuc hign moén hoc:
1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 lién thdng cao dang
2. Huwéng din vé phwong phap giang day, hoc tap mon hoc:
- Pdi voi gido vién, giang vién:
+ Giai thich cac khai niém lién quan dén loT.
+ Hudng dan va lam mau cac quy trinh, quy dinh thuc hién
+ St dung phuong phap phat van.
+ Cho sinh vién thuc hién thuyét trinh va dat cac cau hoi dé sinh vién tra 1oi.
+ Phan nhom cho cac sinh vién thyuc hién cac bai thuc hanh trén may tinh.
- B6i vé6i ngudi hoc:
+ Sinh vién trao d6i véi nhau, thuc hién cac bai thuc hanh va trinh bay theo nhém.
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+ Thuc hién cac bai tap thuc hanh duoc giao.

3. Nhitng trong tdm can chd y: Gido vién trudc khi giang day can phai cin ctr vao noi
dung cua tirng bai hoc chuan bi diy du cac diéu kién thyc hién bai hoc dé dam bao chat
luong giang day.

4. Tai liéu tham khao:

[1] Internet of Things, IOT MAKER VIETNAM.

5. Ghi chi va giai thich (néu co):

Thanh phé Ho Chi Minh, ngay — thing  ndm 2019
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén mon hec: QUAN TRI DATA CENTER
Ma& mon hoc: TTC2121
Thoi gian thwc hién mén hec: 90 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 60 gio; Kiém tra: 2 gio)
I. Vi tri, tinh chat ciaa mdn hoc:
— Vi tri: Hoc sau mon hoc Mang may tinh va quén tri mang.

— Tinh chat: La mon hoc ty chon ndm trong cdc mdén hoc chuyén moén nganh. Mon
hoc nay yé€u cau phai ¢ kién thirc co ban vé mang may tinh.

Il. Muc tiéu mén hoc:
— Kién thuc:
+ Trinh bay dugc cac thanh phan chinh trong trung tim dit liéu
+ Trinh bay dugc cac cac tiéu chuan cong nghé trong trung tam dir liéu
— Ky nang:

+ Lua chon vi tri phu hop cho trung tdm dit liéu dua trén nhu cau hién tai va tuong
lai

o qudung dugc cac cong nghé vé UPS, phong chdng chay nd, 1am mat, theo doi hé
thong, chuan di gidy,...dé dam bdo 6n dinh cho trung tam dir li¢u, gidm thi€u chi phi

+ Thiét ké duoc kién tric mang tin cdy, c6 kha nang mé rong va cach cai dat su
dung ky thuat ki€ém tra

+ Xac dinh duoc cac diéu khoan can thiét v6i nha cung cip thiét bi ddi v6i trung tim
dir ligu
+ Thiét 1ap dugc hé thong theo ddi dé dé dam bao dung tin

+ Pam bao cac bién phap bao mat tich hop ca quy trinh va cong nghé dé dam bao
cac thong tin cua trung tam dit li¢u

— Nang lyc tu chu va trach nhiém:
+C6 y thirc tuan thu quy trinh va quy chuan va an toan trong van hanh datacenter
+ C6 kha nang tu tim toi, hoc hoi, tich Iy kinh nghi¢m trong hoc tap va thuc té

I11. N§i dung mon hec:

1. N§i dung tong quat va phan bo thoi gian:
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Theot gian (gio)

.IS_'.(I’_ Tén cac baitrongmonhec | Téng | |y Thuc hanh /thuc | i
. thuvét tap/ thi nghiém/
50 YEU| bai tap/ thao luan | tra
, |Bail Tong quan vé Trung tam 1 1
dix liéu
2 | Bai 2: San nang va Tran 3 1 2
3 | Bai 3: Hé théng chiéu sang 5 1 4
4 | Bai 4: Hé théng dién 6 2 4
5 | Bai 5: Tuong hop dién tir EMF 4 ! 3
Kiém tra 45’
7 | Bai 7: Hé thong 1am lanh 4 1 3
8 | Bai 8: Hé thdng cung cép nudc 3 1 2
9 Bai 9: Thiét ké hé théng mang 7 3 4
ma rong linh hoat
10 | Bai10:He théng phong chay 3 1 2
chtra chay
11 | Bai 11: Hé théng giam sét 5 1 4
Bai 12: Cac quy dinh vé Van 3 1 2
12 . N R
hanh an toan va bao mat
13 | Bai 13: Panh nhan (Labelling) 6 2 4
” Bai 14: Ghi chép s sach - 5 4 1
Kiém tra 45
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Thoi gian (gio)

S0 | Tan cac bai trongmonhec | Téng | Ly Thuc hanh /thuc | kiém
T . thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | tra

15 | Bai 15: Hé théng 1am sach 4 1 3
16 Bai 16: Thoi gian ngung va khoi 6 2 4

phuc (MTBF / MTTR)
17 | Bai 17: Céc Hop ddng bao tri 6 2 4

/SQL/ OLA
18 | Bai 18: Cac cap do phong ngira 4 2 2
19 | BAi19: Céc van dé vé xay dung 7 2 5

va cac chuan

Téng cong 90 28 60 2
2. Noi dung chi tiét:
Bai 1: Téng quan vé Trung tam dix liéu Thoi gian: 1 gio (LT: 1 gio)
1. Muc tiéu:

- Trinh bay duoc sy can thiét cua trung tm dit liéu, cac nguyén nhan 1am gian doan
hé thong, Cac chuan Data Center.

- Lya chon dugce dija diém va xay dung Data Center
- C6 y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:

2.1. Tong quan vé Trung tam dix liéu (DC - Data Center), Su quan trong va cdc nguyén
nhan lam gian doan h¢ thong (Downtime)

2.2. Céc chuan Data Center va cac Dién hinh tét nhat
2.3. Céc van dé vé dia diém va xay dung DC
Bai 2: San nang va Tran Thoi gian: 3 gio (LT: 1 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duoc cac chuan ap dung.
- Trinh bay duoc cac yéu cu va quy tic ap dung
- Lap trinh m6 phong dugc thuat toan Ceasar.
- C6 y thic ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. c&c chuan &p dung
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2.2. Céc khai niém vé dong nhat, tap trung, va bo cuon
2.3. Bang tin hiéu, san tu rack
2.4. C4c quy tic vé cac hanh dong khong kha thi
2.5. Céc sir dung va yéu cau vé xay dung tran
Bai 3: Hé théng chiéu sang Thai gian: 5 gio (LT: 1 gio; TH: 4 gio)
1. Muc tiéu:
- Trinh bay duoc c4c tiéu chuan vé chiéu sang
- Bé tri lap dit cac loai dén chiéu séang cé dinh.
- C6 y thue ty giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. Noi dung chuong:
2.1. CAc tiéu chuan vé chiéu sang
2.2. Cac loai dén chiéu sang c6 dinh va cach bd tri lap dat
2.3. Hé thong dén ciu ho, EPS
Bai 4: Hé thong dién Thoi gian: 6 gio (LT: 2 gio; TH: 4 gio)
1. Muc tiéu:
- Trinh bay duoc cong dung va thong sé k¥ thuat caa thiét bi
- Lya chon va lip dat dugc cac thiét bi dang tiéu chuan
- C6 y thuc ty giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Thiét ké ha tang cung cap dién tir may phat dén hé thong Rack
2.2. Céc hé théng ATS va STS
2.3. Céc cap do dy phong va k§y thuat twong ng
2.4. Str dung 1 pha va 3 pha
2.5. Hé thdng cung cip dién bén trong phong may cha
2.6. Hé théng cung cap dién bang cép so vai hé thong thanh truot
2.7. Bonding versus grounding, isolation transformers and Common Mode Noise
2.8. Form factors and IP-protection grades
2.9. C4c chi dan vé chat lugng nguon dién
2.10. Dién kiéu “Real” va kiéu “apparent”
2.11. Céch tinh toén thiét ké lugng dién tai trong DC
2.12. Van dé vé may phat dién
2.13. Hé thong UP tinh va dong, cac tiéu chi st dung dung loai cho dung ung dung
2.14. C4c loai acquy (Pin) va cach kiém tra, lya chon dung
2.15. Thermo-graphics
Bai 5: Twong hop dién tir EMF Thoi gian: 4 gio (LT: 1 gio; TH: 3 gio)
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1. Muc tiéu:
- Trinh bay duoc c4c tidu chuan va phuong phap chdng nhidu EMF
- Ap dung dugc céc giai phap chdng nhiu va an toan.
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Céc dinh nghia vé ngudn dién va tir
2.2. Su anh huong vé EMF dén stc khoe con ngudi va anh hudng dén thiét bi
2.3. TEMPEST va (H)EMP
2.4. C4c tiéu chuan
2.5. Céc giai phap chéng nhiéu EMF
Bai 6: Trang thiét bi Racks Thoi gian: 6 gio (LT: 1 gio; TH: 4 gio, KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc cac thugc tinh va thong so ky thuat cua Rack
- Lya chon dugc Rack theo diing yéu cau va an toan.
- Co y thuc tu giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. Noi dung chuong:
2.1. Cac thudc tinh cua Rack
2.2. Cé4c Van dé xem xét vé an toan
2.3. Hé thdng ranh dién
Bai 7: Hé thong lam lanh Thoi gian: 4 gio (LT: 1 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc cac tiéu chuan va théng sé ky thuat
- Lwa chon dugc céc thiét bi lanh theo yéu cau
- C6 y thurc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Céc quy dinh va xu huéng vé 1am lanh dap ang viéc trién khai hién tai va tuong lai
2.2. C4c diém 1am lanh va ti Ié chuyén doi
2.3. Céc khai niém vé nhiét tiém an va nhiét cam nhan duoc

2.4. Su khéc nhau giita sy 1am lanh chinh xac va tuong dbi, va su tac dong dén hiéu qua
ve nang lugng.

2.5. Tong quan vé Iy thuat diéu hoa khdng khi.
2.6. Céc k¥ thuat dé ting hiéu qua va hiéu suat 1am lanh
2.7. Céc k¥ thuat 1am lanh mat do cao va cac 16i thuong gap
Bai 8: Hé thong cung cap nwéc Thoi gian: 3 gio (LT: 1 gio; TH: 2 gio)
1. Muc tiéu:
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- Trinh bay duoc cac tidu chuan va théng s ky thuat
- Lya chon dugc céc thiét b lanh theo yéu cau.
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. TAm quan trong cua viéc cung cip nudc va céc vi tri kha dung
2.2. Céc ky thuat cung cip nuée du phong
Bai 9: Thiét ké hé théng mang mé rong linh hoat

Thoi gian: 7 gio (LT: 3 gio; TH: 4 gio)

1. Muc tiéu:
- Trinh bay duoc thdng sb ky thuat caa cap
- Két ndi duogc hé thdng cap.
- Kiém thir va phong ngira duoc cac hu hong hé théng
- Cd y thuc tu giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. So do cép
2.2. Céac dac tinh cua cap
2.3. Céac quy dinh vé d6 két ndi
2.4. Phong ngira vé mang (Network redundancy)
2.5. Két ndi giira cac toa nha (Building-to-building connectivity)
2.6. Cac phuong phép tot nhat vé trién khai duoc khuyén céo.
2.7. Kiém thir va xac nhan hé théng cép
2.8. Céac quy dinh vé hé thdng giam sat mang

Bai 10: Hé thong phong chay chira chay Thoi gian: 3 gio (LT: 1 gio; TH: 2 gio)

1. Muc tiéu:
- Trinh bay duoc cac tiéu chuan va théng sé k thuat
- Lya chon dugc céc thiét bi va phuong phap tbi uu.
- C6 y thirc ty gic, tinh Ky luat cao, tinh than trach nhiém trong cong viéc

2. No1 dung chuong:

2.1. Céc tiéu chuan vé phong chay chira chay

2.2. Hé thdng phat hién bao chay

2.3. Cac ky thuat va hé théng phong chay chita chay.

2.4. Chi dan va an toan

2.5. Cé4c quy tac &p dung va cac phuong phap t6i wu

2.6. Kiém tra hé thong phong chay chira chay

Bai 11: Hé théng giam sat Thoi gian: 5 gio (LT: 1 gio; TH: 4 gio)

89



1. Muc tiéu:
- Trinh bay duoc cac quy dinh vé giam sat DC
- Ung dung duoc cac phuong phap EMS va BMS.
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Céc quy dinh vé giam sat DC
2.2. Phuong phap EMS va BMS
2.3. Hé thdng cam ¢ng phat hién nhidu nuéc
2.4. Cac quy dinh va tiy chon vé hién thi canh bao
Bai 12: Cac quy dinh vé Van hanh an toan va bao mat
Thoi gian: 3 gio (LT: 1 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duoc cac 16p bao mat cho DC
- Bao mat dugc DC.
- Co y thuc tu gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Cac lop bao mat cho DC
2.2. Bao mat vat ly, ha ting va t6 chac caa DC
2.3. Céc do ludng vé an toan va cac bang chi dan thiét yéu
Bai 13: Danh nhan (Labelling) Thoi gian: 6 gio (LT: 2 gio; TH: 4 gio)
1. Muc tiéu:
- Trinh bay duoc cac kiéu danh nhin
- Panh nhin duoc hé théng tdi vu.
- C6 y thurc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Chon kiéu d4nh nhan
2.2. Céc cach dénh nhan tot nhat
2.3. Panh nhin cho hé thong mang
Bai 14: Ghi chép so sach Thoi gian: 7 gio (LT: 2 gio; TH: 4 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc cac phuong phap thiét 1ap hé thong ghi chép
- Thyc hién dang quy trinh va chinh sach vé quan 1y ghi chép.
- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Phuong phap thiét 1ap hé thong ghi chép, so sach dang cach
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2.2. Céc quy trinh va chinh sach vé quan ly ghi chép, s6 sach
Bai 15: Hé théng lam sach Thoi gian: 4 gio (LT: 1 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc cac phuong phap lam sach cho DC
- Thuc hién dung quy trinh lam sach cho DC
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Cac phuong 4n tbt nhat vé 1am sach cho DC
Bai 16: Thai gian ngirng va khoi phuc (MTBF / MTTR)
Thoi gian: 6 gio (LT: 2 gio; TH: 4 gio)
1. Muc tiéu:
- Trinh bay duoc céc tiéu chuan
- Panh gia duoc gia tri thuc
- C6 y thue ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Céc dinh nghia va tiéu chuan
2.2. Cac m6 hinh tinh thoi gian
2.3. Gia tri thuc (real value)
Bai 17: Cac Hop dong bao tri /SQL /OLA Thoi gian: 6 gio (LT: 2 gio; TH: 4 gio)
1. Muc tiéu:
- Trinh bay dugc vong doi cia DC
- Lap duoc ké hoach cai tién DC
- C6 y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Tong quan vé Thiét ké va vong doi DC
2.2. Tong quan vé cac giai doan trong vong doi cua DC
2.3. Lap ké hoach, tai sap xép va lién tuc cai tién DC
Bai 18: Cac cap d phong ngira Thoi gian: 4 gio (LT: 2 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay dugc vong doi cia DC
- Chon dugc phuong an dy phong
- C6 y thure ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. N§i dung chuong:
2.1. Céc lich dinh nghia vé cip do phong ngira
2.2. Su khac nhau gitra Uptime® va ANSI/TIA-942
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2.3. Céc dinh nghia vé cap d6 phong ngtra, phan loai va do luong
2.4. Kha ning bao tri dong thoi
2.5. Van dé phan chia, khoanh viing
2.6. Céc tily chon vé Du phong
2.7. Céc tiy chon vé bao tri
2.8. C4c chi dan va chuan vé van hanh
2.9. Phét trién ky nang
Bai 19: CAc véan dé vé xay dwng va cac chuan  Thoi gian: 7 gio (LT: 2 gio; TH: 5 gio)
1. Muc tiéu:
- Trinh bay duoc cic quy dinh vé chuan
- Xay dung duogc cac chuan tir cac quy dinh
- Co y thuc tu giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. C4c véan dé vé dia diém xay dung theo ANSI/TIA-942
2.2. Cac quy dinh vé trai san
2.3. Chdng chay cho tuong va kinh
2.4. Chéng nb (Blast)
2.5. Chéng dan
2.6. Cac quy dinh vao ra bat buoc
IV. Piéu kién thuc hi¢n mon hec:
1. Phong hoc chuyén mon hoéa/nha xudong: Phong vi tinh.
2. Trang thiét bi may méc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo y&u cau gido vién
4. Cac diéu kién khéc: Theo yéu cau gi4o vién
V. N¢i dung va phwong phap, danh gia:
1. N6i dung:

- Kién thire: Puoc danh gia qua bai kiém tra viét, trac nghiém dat dugc cac yéu cau
sau:

+ Nam bt duoc cac khai niém va nguyén tic hoat dong cua data center.
+ CO kha nang phan tich va danh gia bao mat h¢ thong.

- Ky néng: Danh gia k¥ ndng thuc hanh cua sinh vién trong bai thuc hanh dat dugc
cac yéu cau sau:

+ Lap trinh ké hoach xay dung data center.
+ Theo doi kiém tra hé thng data center
+ Lap hd so s6 sach theo ddi, danh gia data center.

— Nang lyc tu chu va trach nhiém:
92



+ C6 kha nang ty duy doc lap.
+ C6 khd nang tu tim to1, hoc hoi, tich liiy kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap 1on trén 16p, kiém tra cudi ky.
VI. Huéng dan thwc hién mon hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.

2. Hwéng din vé phwong phap giang day, hoc tip mén hec:
- Béi véi gido vién, giang vién:
+ Giai thich cac khai niém lién quan dén data center.
+ Hudéng dan va lam mau cac quy trinh, quy dinh thuc hién
+ St dung phuong phap phat van.
+ Cho sinh vién thuc hién thuyét trinh va dat cac cau hoi dé sinh vién tra 1oi.
+ Ph&n nhdm cho céc sinh vién thyuc hién cac bai thuc hanh trén may tinh.
- B6i vé6i ngudi hoc:
+ Sinh vién trao d6i vai nhau, thuc hién cac bai thyc hanh va trinh bay theo nhom.
+ Thuc hién céc bai tap thuc hanh dugc giao.

3. Nhitng treng tdm can ch y: Gido vién trudc khi giang day can phai can ctr vao noi
dung cua tirng bai hoc chuan bi day du cac dieéu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai ligu tham khao:
[1] Schneider Electric, Struxure Ware Data Center Expert 7.0.5.
5. Ghi ch va giai thich (néu co):
Thanh phé Hé Chi Minh, ngdqy thang  nam 2019
TRUONG KHOA

Nguyén Khoa
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